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without limitation, any implied warranties of fitness for a particular purpose, merchantability,
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FlashPro-ARM GangPro-ARM www.elprotronic.com

END USER LICENSE AGREEMENT

PLEASE READ THIS DOCUMENT CAREFULLY BEFORE USING THE SOFTWARE AND THE
ASSOCIATED HARDWARE. ELPROTRONIC INC. AND/OR ITS SUBSIDIARIES
(“ELPROTRONIC") IS WILLING TO LICENSE THE SOFTWARE TO YOU AS AN INDIVIDUAL,
THE COMPANY, OR LEGAL ENTITY THAT WILL BE USING THE SOFTWARE (REFER-
ENCED BELOW AS “YOU" OR “YOUR") ONLY ON THE CONDITION THAT YOU AGREE TO
ALL TERMS OF THIS LICENSE AGREEMENT. THIS IS A LEGAL AND ENFORCA- BLE
CONTRACT BETWEEN YOU AND ELPROTRONIC. BY OPENING THIS PACKAGE,
BREAKING THE SEAL, CLICKING | AGREE BUTTON OR OTHERWISE INDICATING AS-
SENT ELECTRONICALLY, OR LOADING THE SOFTWARE YOU AGREE TO THE TERMS
AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THESE TERMS
AND CONDITIONS, CLICK ON THE | DO NOT AGREE BUTTON OR OTHERWISE INDI-
CATE REFUSAL, MAKE NO FURTHER USE OF THE FULL PRODUCT AND RETURN IT
WITH THE PROOF OF PURCHASE TO THE DEALER FROM WHOM IT WAS ACQUIRED
WITHIN THIRTY (30) DAYS OF PURCHASE AND YOUR MONEY WILL BE REFUNDED.

1. License.

The software, firmware and related documentation (collectively the “Product") is the property of
Elprotronic or its licensors and is protected by copyright law. While Elprotronic continues to own
the Product, You will have certain rights to use the Product after Your acceptance of this
license.

This license governs any releases, revisions, or enhancements to the Product that Elprotronic
may furnish to You. Your rights and obligations with respect to the use of this Product are as
follows:

YOU MAY:

e A. use this Product on many computers;

¢ B. make one copy of the software for archival purposes, or copy the software onto the
hard disk of Your computer and retain the original for archival purposes;

e C. use the software on a network

YOU MAY NOT:

e A. sublicense, reverse engineer, decompile, disassemble, modify, translate, make any
attempt to discover the Source Code of the Product; or create derivative works from the
Product;

e B. redistribute, in whole or in part, any part of the software component of this Product;

e C. use this software with a programming adapter (hardware) that is not a product of
Elprotronic Inc.

2. Copyright

All rights, title, and copyrights in and to the Product and any copies of the Product are owned by
Elprotronic. The Product is protected by copyright laws and international treaty provisions.
Therefore, you must treat the Product like any other copyrighted material.
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3. Limitation of liability.

In no event shall Elprotronic be liable to you for any loss of use, interruption of business, or any
direct, indirect, special, incidental or consequential damages of any kind (including lost profits)
regardless of the form of action whether in contract, tort (including negligence), strict product
liability or otherwise, even if Elprotronic has been advised of the possibility of such damages.

4. DISCLAIMER OF WARRANTIES.

You agree that Elprotronic has made no express warranties to You regarding the software,
hardware, firmware and related documentation. The software, hardware, firmware and related
documentation being provided to You “AS IS" without warranty or support of any kind.
Elprotronic disclaims all warranties with regard to the software and hardware, express or
implied, including, without limitation, any implied warranties of fitness for a particular purpose,
merchantability, merchantable quality or non-infringement of third-party rights.
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This device complies with Part 15 of the FCC Rules.
Operation is subject to the following two conditions:
(1) this device may not cause harmful interference and

(2) this device must accept any interference received,
including interference that may cause undesired
operation.

NOTE: This equipment has been tested and found to comply with the limits for a Class B digital devices, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential installation. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee that interference will not occur in
a particular installation. If this equipment does cause harmful interference to radio or television reception, which can be determined
by turning the equipment off and on, the user is encouraged to try to correct the interference by one of more of the following
measures:

Reorient or relocate the receiving antenna,

Increase the separation between the equipment and receiver,

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected,
Consult the dealer or an experienced radio/TV technician for help.

Warning: Changes or maodifications not expressly approved by Elprotronic Inc. could void the user's authority to operate the
equipment.

This Class B digital apparatus meets all requirements of the Canadian
Interference-Causing Equipment Regulations.

Cet appereil numerique de la classe B respecte toutes les exigences du
Reglement sur le material brouilleur du Canada.
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chapter 1 INtroduction

The FlashPro-ARM and GangPro-ARM programmer (“the programmer”) is designed to program
MO-M7 series MCU devices from multiple vendors. The programmer communicates with MCUs
using the JTAG, cJTAG, and SWD debug interfaces. The GangPro-ARM programmer can
program up to 6 targets simultaneously.

The programmer package consists of a USB-FPA adapter, Windows™ based software
available online at www.elprotronic.com (supported from Windows 10 to Windows 2000), USB
cable to connect the adapter with the computer, ribbon cables to connect the adapter with
debug interface, and cable converter adapter for different pinouts (20-pin, 14-pin). A
GangSplitter-ARM is available to purchase optionally for the GangPro-ARM programmer.

The programmer enables communication with the target device at high speed. A
standard auto program procedure includes initialization, erasing memory, blank checking,
programming, verification, and optionally locking the device to prevent future access. In
addition, the programming software package can assign a serial number, model type, and
revision. Each serial number is unigue for each programmed device and is assigned
automatically. Several serial number formats are available.

There are a number of erase and write options available as well. This enables the user
to erase and write all flash memory or only a specified fragment of memory. This feature is very
useful when only a part of programmed data or code needs to be replaced. For example one
can change the serial number, calibration data or personality data without erasing existing
program code.

The remainder of this manual will explain how to use all of the programmer’s different
features.

FlashPro-ARM and GangPro-ARM Rev.1.2 Sept-2016 Page |1
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chapter 2 Fe@tures

The programmer is designed to program the ARM series MCU devices from multiple vendors.
Depending on the programmer key the user purchased, the adapter will be able to program
some or all available ARM MCUs.

2.1 Key Features
The key features of the programmer are:

e Supports MO, M3, M4, and M7 devices from various vendors.
Programming speed via debug interface is approximately 1 Mbytes/s using XStream-Iso
1.0 adapter and 50 kbytes/s using USB-FPA 6.1 adapter.
e Our programmers are professionally made and are recommended by Texas Instruments
as the Third Party Tools source.
Full memory or page memory erase capability.
Write Check Sum verification.
No code size limitations.
Target device can be powered from the programming adapter or from external source.
Easy to use Windows-w based software.
Programmer accepts Tl (*.txt), TI CCS (*.bin), Motorola (*.s19, *.s28, *.s37, *.srec) and
Intel (*.hex) data files for programming.
Lock setup capability, useful in production.
o Software package can assign and automatically increment a serial number, model type
and revision. Serial Number with or without an automatically inserted current date can be
stored in Flash memory in HEX, BCD or ASCII format.
Log file capability allows to review information about flashed target devices.
DLL software package can control programmer from other programs.
Programmer has been fully tested to comply with FCC and CE requirements.
Uses USB-2.0 Full-Speed to communicate with the programming adapter.

2.2 Custom Features

The programmer can be controlled from external software using DLL as well as custom scripts
to specify programming sequences. These features are very useful for automation in a
production environment.

2.2.1 Encrypted Image option

Code contents downloaded to target device can be encrypted and blocked against unauthorized
access.

2.2.2 Script file

A user can define a sequence of programming steps by means of a script file. The script file is a
sequence of programmer commands, where each command corresponds to a button in the

FlashPro-ARM and GangPro-ARM Rev.1.2 Sept-2016 Page |2
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programming software. Each command can be accompanied by a few options. A script file of up
to 1000 lines can be created. The detailed description of script commands is given in Chapter
10. Please note that the script file is not available in the lite version of the programming
software.

2.2.3DLLs

The programming adapter can also be controlled through user created applications. For this
purpose a DLL is provided to allow a user to develop custom applications that can control the
programming adapter and allow the programming of target devices via the programmer .The
Multi-FPA API-DLLs allows to fully control up to 64 programming adapters (to program
simultaneously up to 64 target devices) from external software written in MS Visual C++, MS
Visual Basic, C#, LABView, DOS or other programming packages like Borland C++ etc. See the
“FlashPro-ARM API-DLL User’s Manual" and “GangPro-ARM API-DLL User’s Manual" for
details. The Generic-DLL can also control 64 of any adapter in a thread-safe way, and provides
an advanced command-line tool (available online in the Downloads category).
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chapter 3 Getting Started

The programmer package contains:

arwnNpE

=

Software for adapter is available for download www.elprotronic.com

One FlashPro-ARM/GangPro-ARM Programmer adapter (XStream-Iso or USB-FPA 6.1).
One 6 feet long USB-A to USB-B cable.

FPA to ARM 14-pin to 20-pin adapter (PE036X01) and ribbon cable.

(Optional) GangSplitter-ARM, enables the GangPro-ARM to connect to six target devices
(see more information online in the Products category).

The programmer software runs under WindowswME, WIinNT, 2000, XP, 7, 8, and 10. Follow
instructions below to install the software:

Download X-ProARM-xxxx-Setup.zip

The setup wizard appears automatically after clicking setup.exe. Begin the installation
process.

Once the installation program starts, on-screen instructions will guide you through the
remainder of the installation. You must accept the license agreement before using this
software.

3.1 Driver Installation

The installation program will place the USB driver files in Windows directories “Windows\inf" and
“Windows\system32\drivers".

Plug in the programmer to the PC USB Port, using provided cable extender (USB-A to USB-

B).

For Windows XP, Vista, 7, 8, 10. The “New hardware has been found - USB-FPA-BOOT"

window should be displayed. Follow wizard instructions to install the drivers.

a) In the first Wizard dialog screen (see Figure 3.1) select the “Yes, this time only" option.

b) Inthe second Wizard dialog screen (see Figure 3.2) select the “Install the software
automatically (Recommended)” option and press NEXT button.

c) Software will search for the USB-FPA-BOOT driver. It can take a few minutes to find the
necessary files. When the driver is found then the following warning will be displayed
(Figure 3.3).
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Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Windows will search for current and updated software by
looking on your computer, on the hardware installation CD, or on
the Windows Update Web site [with your permission).

Read our privacy policy

Can Windows connect to Windows Update to search for
software?

% Yes, this time only

" Yes, now and every time | connect a device
" No, not this time

Click Next to continue.

(1)
)

MNext > Cancel

Figure 3.1: New Hardware Wizard, step 1. Select “Yes, this time only."
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Found New Hardware Wizard

S

This wizard helps you install software for:

USB-FPA-BOOT

') If your hardware came with an installation CD
4> or floppy disk. insert it now.

What do you want the wizard to do?

% |nstall the software automatically [Recommended)
" Install from a list or specific location [&dvanced)

Click Next to continue.

< Back I Next > I Cancel

Figure 3.2. New Hardware Wizard, step 2. Select “Install the software automatically.

Please wait while the wizard installs the software... -

@ USB-FP&-BOOT Hardware Installation

1] 5 The software you are installing for this hardware:
L0
USB-FPA-BOOT

i d has not passed Windows Logo testing to verify its compatibility

— with Windows XP. [Tell me why this testing is important. ]

Continuing your installation of this software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

_ Continue Anyway | STOP Installation I

Figure 3.3: New Hardware Wizard, step 3. Ignore this warning.
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Found New Hardware Wizard

Completing the Found New
:Q\ Hardware Wizard

The wizard has finished installing the software for:

é USB-FPA-BOOT

Click Finish to close the wizard.

Figure 3.4. New Hardware Wizard, step 4. USB-FPA-BOOQOT driver installed.

Found New Hardware Wizard

Completing the Found New
Q‘\'Q\ Hardware Wizard

3§

The wizard has finished installing the software for:

@ USB-FPA (Elprotronic)

Click Finish to close the wizard.
Back | Finish I Caticel

Figure 3.5: New Hardware Wizard, step5. USB-FPA (Elprotronic) driver installed.
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d) Ignore this message and press button “Continue Anyway". The first USB-FPA-BOOT
driver should be installed and the following message will be displayed (Figure 3.4).
e) Press the “Finish" button.

After a few seconds, a second “New hardware" window will appear regarding the USB-FPA
(Elprotronic). Repeat procedures described above to install the USB-FPA (Elprotronic) driver
(see Figure 3.5). If for any reason the wizard cannot find the USB driver's location then use the
manual browse option to locate driver files in the software directory “C:\Program Files
(x86)\Elprotronic\Drivers USB-FPA\XP,Vista,Win-7,8,10".

For Windows 2000, 98-SE, ME. The “New hardware has been found" window will be displayed
instead. Follow wizard instructions to install the drivers.

a. Press “Next" when the Device Wizard Driver screen appears.

b. Select the following option on the wizard screen: select a suitable driver for my
device (recommended) and press “Next".

c. Select the third option — “Specify a location" for a location of the driver files.

d. Inthe application software directory “C:\Program Files (x86)\Elprotronic\Drivers USB-
FPANW2K, W98SE, WIinME" and press “Next".

e. Driver installation process will start.

e Driver installation procedures should be done twice to install two USB drivers - the Boot
driver and the Application driver.
e Reboot computer if necessary.

3.2 Hardware Setup

Connect programmer to target device:

1. Connect the USB-FPA Flash Programming Adapter to the PC USB Port or via USB-HUB
using provided cable extender (USB-A to USB-B) (see Figure 3.6).

2. Plug in 14-pin ribbon cable to programmer and then the ARM 14-pin to 20-pin adapter
(PN: PE036X01) to the end of the ribbon cable. Connect target device to the 20-pin end
of the adapter. Make sure that pin 1 on your device board's header is connected to pin 1
of the socket connector (red cable).
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FlashPro-ARM — Hardware Setup with Multiple FPAs

s

USB connection to FPA B

20-wires ribbon cable
USB-FPA Target Device

[ Il

Up to 64 FPAs

Up to 64 FPAs can be
connected via USB-HUBs
or directly to PC.

USB HUB

P S S S S S

Figure 3.6. Hardware setup, cable connections.

3.3 Starting up the Programmer

To start the programmer click on the FlashPro-ARM or GangPro-ARM icon. Once started, the
software will attempt to access the programming adapter. If no error messages appear then the
software has initialized without a problem and you may begin using it. However, if the
programming adapter is not detected an error message will appear. To correct the problem,
make sure that the connection cable is properly attached and the USB driver is installed.
Several warning messages regarding a mismatch between flash size and code file size may
appear, but you can ignore them at this point. They are designed to warn the user before
attempting to program a code file that is too large for a selected MCU device type. These
warning messages are relevant after you have selected your desired MCU device type and
code file, since code outside of flash will not be programmed.

3.4 Programmer Selector

The programmer software has a Multi-USB feature. Up to 64 Flash Programming Adapters can
be connected to one PC. Each adapter can be controlled by a separate instance of the
programming software application. Up to 64 applications can be opened at the same time. Each
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application can have independent setup from the others (code file, controlled microcontroller
type etc.).

When more than one programmer is connected to a PC each time you start the
programmer application a X-Pro FPA Selector dialog screen will appear (see Figure 3.7). The
dialog screen will list all adapters connected and allow you to choose the adapter you wish the
application to control. Make sure that the selected FPA is not used by another opened
application. The selected FPA's serial number will be displayed on the bottom left side of the
programming dialog screen.

When the Multi-FPA API-DLL is used, then all adapters can be controlled from one
software application. The Generic-DLL can also control 64 of any adapter in a thread-safe way,
and provides an advanced command-line tool (available online in the Downloads category).

¥-Pro FPA Selector
More than one FPA has been detected.

Please select the serial number of the desired FPA to be designated to the
current programming software dialog screen.

FPAlist{ 1... 12)

{+ 90100565 - Combo-6x - (ARM-x) GandPro-ARM: -
(" 20130005 - Combo-8x - (ARM-x) GangPro-ARM

I

Legend:

FlashPro-1x -= USBE-MSP430-FPA-1.x
FlashPro-2x -= USBE-MSP430-FPA-2.0
GangPro-3x -= USB-MSP430-FPA-3.0
FlashPro-4x -= USE-FPA-4.x
GangPro-5x -= USB-FPA-5.x
Combo-6x - USBFPA-6.X
X5tream-Iso-= XStream

Other FPA
QK

b

Figure 3.7. FPA selector. When one or more programmers are connected to the computer at once, the FPA
selector allows the user to choose which programmer to operate.
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cnapter4 Main Graphical User Interface

The main dialog (see Figure 4.1) contains a pull down menu, interface selection box, lock
protection bits box, device action buttons, report (status) window, open file buttons, target
device information box, serial number box, power DC status and check sum result boxes.

All device action buttons, power ON/OFF button and the check sum result box have their
own status indicators. Each indicator can assume any of the following conditions:

[ - idle status.

O - test in progress. For power on/off - DC voltage is correct.

© - access enabled.

@ - access denied. For power on/off - DC voltage is too low.

[ - device action has finished successfully.

- device action has finished, but result failed.

- applies to blank check only. All memory is not blank, but the specified memory segment
is blank.

4.1 MCU Device Type

Target MCU device type can be selected from the pull down field of the Vendor, Family, Group,
and Name menus shown in Figure 4.2. The pull down fields contains a list of all devices in the
family series currently available.

When communication between the microcontroller and the programming adapter is
initialized, the software will detect the target microcontroller automatically. The type of detected
microcontroller is displayed in the field “Target:". This allows the software to warn the user if the
connected microcontroller does not match the one specified during configuration.
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BB FlachPro-ARM (Flash Pregrammer for ARM MCUs) - ElprotronicInc.

File VWiew Setup Serialization

About/Help

Open Code File | Append | IE:\EIprotronic\EustomerDemos\FIashPro-AHM-EE\test-EE-1 -1 28lj

Interface

SM Input File I IE:\EIprotronic\EustomerDemos\FIashPm-AF!M-CE\CE-SN-input.txt

—Microcantroller Type

Statu

F anily:
Group:

Wendor: lTexas Instruments-EhipcoLI
Marme: lmlm
Target: | CC2650F128

Tatal:

| Pass |
o
Balance: IT
SN gty IT

~MCU Vee SYS clock [MHz]—
[33v] osc [ 7.0890
¥ Enable

measured: @

asc: I 47.89

I 08y
S_l,lsEIk:I 47.83

I 0.00 ma

— Memory Protection -

IJTAG Fast(dw] Yl
Speed | I E.0 MHz

= Flagh only ** [~ Enable
|:| Lock Device I
Clear Locked Device I

Power ON/OFF | RESET |

— Selected Device Information
‘ RaM - 2000 kE;

FLASH - 128 kB;

|  Check sum -

Source: I 0x8830F111

Communication initialization.........

Reading Label Address
Feading Serial Mumber Address.
Erasing memory .
All Memany Blank,
Flazh programming
wiriting Serial Mumber - SN20140057
Werifing checksum ...
Feading Label Addres:
Reading Serial Humber Address

Adapter:

Interface: JTAG fazt[4w]

. AJTAG IR size =10, Moof TAP: = 2
05C=47.89 MHz, Sys CLE=47.89 MHz

s Code: 0882450 6E
aK l—
Memory: [(xG8246DEE V]
done — Device Senalization
done
done |EIEI test label
Ok
ak

DOMNE - [runtime = 25sec)

[&Rk-x] FlazhPro-ARk

— Device Action-

[~ Reload Cods File

M _ VERIFrACCESS |

¥  ERASEFLASH |

MCU SN:ISN2U14UUS?

Mext Model-Group-Revision:

M BLANKCHECK |
W WRITE FLASH |

W WRITE SN/ Model |

|CEC test label

M VERIFrFLASH |

Mext SM: ISN2D140058

Format: &scii Custom

] READ / COFY |

Erase / Write memory option:
* Flazh Memary only *

Script: zoript-file. sf I

AUTO PROGRAM ——
MEXT [F5] |

.

- ~ —
BB GangPro-ARM (Gang Programmer for ARM MCUs) - Elprotronic Inc. |
File View Setup Serialization About/Help
Open Code File IE:\E|protr0nic\Cus!omerDemos\FIashPro-AHM-STM\les!-STM32~2M.txt LI Append Power ON/OFF Interface: ISWD Fast(2w) ¥
SN Input File IE:\EIprolronic\CustomerDemos\F!ashPro-AF!M-STM\STM-SN-input.lx! RESET Speed 6.0 MHz
~Microcontroller Type ~ Statu; ~MCU Yec - Target Devices Programming Result ~ Memory Protection ——
‘Vendor: IST Microelectronics ;] | P‘ISS I I 33 VLJ O | 0.02v Target Enable 1v 2v 3v 4v 5Iv Bv o rIEnZ “"b
& nable
Famiy: |STM32F4 v ¥ Enable 0.00 mé, Connect R 7 RV [ 1V R B s
Group: | STM32F429 :]v ; :I::;:e' ,% - Checksum from File and Options E'aSE/BhN"‘k‘fChe':k IZ IE Iz Iz Iz @ Clear Lccked D;vice
Name: [STM3zF42%2) - : e (ONETLEI) M MMMMM M L
¢ g i s =
Taet TR SN gty 43 Protection O O O O @O @O Devieacton
Code: | 0xFFF47DED Final Result M M M M M & I” Reload Code File
~ Selected Device Information T L -
RaM - 256.0kB;  FLASH - 2048 kB; ‘ ~ Checksumn from MCU | PRI i
1 2 3 4+ 5 6 [V
AL VERIFY ACCESS
romT Memory: | 04FFF47D60 | 0«FFF47DE0 | D:FFF47DE0 |0«FFF47DE0 | 0sFFF47DB0 | OxFFF47D60
gg gE ~ Device Serialization - ERASE FLASH
#5 . 0K Curr. Model/Group: [STM test label BLANK CHECK I
#6: . 0K
Wiiling Serial Number - SN20140007 Nest Model/Group: ~ [STM test label STRTTEETEGH
Writing Serial Number - SN20140008 Target Device #1 SN20140007 SN20140013
Writing Serial Number - SN20140003 9 . WRITE SN / Model
‘wiiting Serial Number - SN20140010 Target Device #2 SN20140008 SN20140014
wiiting Serial Number - SN20140011 ; N 1
Wiiting Serial Number - SN20140012 LargeliDeviceritd SN0 SN20140015 VERIFY FLASH |
Verifying checksum, OK Target Device #4 SN2ORIDTL SN20140016 READ / COPY
Reading Label Addres: done = Target Device #5 SN20140011 | SN20140017 - 1
Reading Serial Number Address.. .. done ‘E ‘ .
-------- DONE - runtime= 12.4 sec) |3 Target Device #E SN20140012 [ SN20140018 Script: script.sf
- Next SN:  Format: Ascii Custom
Adapter: [4RM-2) GangPro-4RM Erase / Wiite memory option:
Interface: SwD-fast{2w) * Flash Memory only * ~AUTO PROGRAM
‘ NEXT (F5]) ‘
L 1}
I

FlashPro-ARM and GangPro-ARM

Figure 4.1: Main Dialog Screen.
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Microcontroller Type

Yendor: |5i|i|:|:|n Labs ﬂ
Family: |EFM3ZGIANT GECKO |
Group: |EFM32 GG 900 Series v |

Mame: |EFM32GGII0F1024  ~|

. [EFM32GGI40F 024
Target | o R GI40FS1 2
EFM32GGI42F1024
S;'Erfﬁ EFM32GGI42F512 :
EFM32GGEIR0F1024 :

Report |EFM32GGIB0FE12
B r} 005 5 950F 1 024
Feading |EFM32GG390F51 2 '
- Code 5| EFM32GG995F1024
EFM 32GE995F51 2

Figure 4.2: The MCU type can be selected here.
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4.2 Code File Management

The programmer provides a few options to manage code files. These options allow the user to
open a code file, and save memory or read code data into a new code file. The “Open Code
File" button, or the File—Open Code File option prompts for opening the file that contains the
code data, as shown in Figure 4.3. When the file is selected the contents of the file are
downloaded into application memory. If the selected target device does not have enough flash
memory to fit the data contained in the code file, a warning message as shown in Figure 4.4 will
appear.

When a code file is opened and read successfully the code file name and full path will be
displayed on the right side of the “Open Code File" button (see Figure 4.1). Contents of the
selected file can be viewed by selecting the View—Code File Data option (see Chapter 5).

The File—Save Code as... option saves the data currently contained within the
application code data block into a code file. When the user selects this option the window in
Figure 4.5 will appear, prompting for the name of the file to be created. The File—~Save
Memory as... option will save the code read from a target device into a code file similarly to the
File—>Save Code as... option. All of the aforementioned Code File options work with the three
most popular code file formats. These formats are the Texas Instruments, the Motorola and the
Intel file formats. The programmer will work with any of these formats and will easily convert one
file format to another by using the File—Open Code File and File—Save Code as... options.

B8 Open @
Lookin: | |, FlashPro-ARM-SL - cf E-
b=z Mame . Date modified Type
| AS-SN-input.tet 10/21/201412:04 ...  TextDocu
Recent Flaces
| SL-1Mubet 2/9/2014 3:19 PM Text Docu
! | SL-32k. et 5/25/2014 9:11 PM Text Docu
Desktop | SL-Bd ket 9/18/2015 1:47 PM Text Docu
—— || test-SL-128k txt 7/23/2012 4:33 PM Text Docu
= || test-5L-256k-with-Holes.txt 7/6/2014 5:33 PM Text Docu
Libraries
Computer
@
Network 'l T F
File name: | j Open
Files of type: |*_txt,*_srec:,*.s1 5752875377 hex,” bin ﬂ Cancel
“hit,* srec,* 519" 528, 537 * hex,” bin
Texas Instruments (™)
Motorola (*srec, *s19, *s28, “s37) — —

Intel, THCCS (" hex, * bin)
Tl Code Composer Studio (CCS) (" bin)

Figure 4.3: Select the Code file you wish to program to the MCU.
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ED cave As

www.elpro

-

Warning - — —— g1

The Code File
E:\ElprotronichCustomerDemosiFlashP... \test-5TM32-1 M.t
contains data that won't be programmed:
- data outside of FLASH space
See the report window for details.

Please Check the Code file, source code or compiler setup.

Excess data will be ignored.

Figure 4.4: Code size exceeds Flash size.

et

Savein: | || FlashPro-ARM-STM | B efEr
He Marne : Date modified Type =
= STM-SN-input.tbet 10/21/2014 12:04 Text D
R P = put. i
|| test-5TM32-1 kbt 1/17/2013 746 PM - Text D _

] - test-STM32-1k-F{0,1,3}-options.bxt 9/26/20158:58 PM  Text Dy

[i&nkiop | test-5TM32-1k-F{2 4}-options.bd 9/26/2015 9:10 PM Text D |
— | test-5TM32-1k-L1-options.bd 9/26/20159:23 PM Text D
= || test-5TM32-1k-startsAtd k. bt 6/6/2014 11:27 AM  Text D ||
Libraries | test-5TM3I2-1M. bt 3/25/201412:58 AM  Text Dv |
Eb'h: | test-5TM32-1M-and-OTP. ket 3/24/2014 11:04 PM - Text D
ol || test-5TM32-1M-F2-withNVR-unlocked. bt 3/8/2014 5:09 PM Text D 1
C@ter [ |test-5TM3I2-2M. bt 2/16/20149:39PM  Ted Do |
@ | test-5TM32-2M-withgaps-good bt 3/23/201410:02 PM - Text D
- | test-5TM32-2M-withgaps-random.bd 3/22/2004 815 PM Text Dv 1
. l.test-STM32-3 e0.bet — 5}'5!2?14 9:32 PM Text P‘- i
File name: frest-5TM32-TM 0 | Save |
Save as type: | Texas Instruments ("be) =] Cancel

Texas Instruments ("bd)

FlashPro-ARM and GangPro-ARM

Matorola (" .srec, ‘.59. *s528, "s37)
Intel, TIHCCS {*hex, * bin)

Figure 4.5: Save code file.
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4.3 Flash Protection Bits

Flash memory within some devices can be protected against unauthorized program or read
access. The programmer software allows the user to program these bits by selecting the
“Enable” check-box within the “Memory Protection" area in the top right corner of the main
dialog screen (shown in Figure 4.1). When the “Enable" option is selected, then all protection
bits will be programmed during the “Auto Program" procedure after code contents have been
programmed and verified correctly. These bits can also be programmed manually by pressing
the “Lock Device" button. When programming Flash Protection Bits, depending on the target
device family, it is sometimes necessary to power-cycle the target device to verify that these bits
have been successfully committed (see Section 4.4).

Although some devices allow the user to reset these protection bits to factory settings
using the “Clear Locked Device" procedure, not all devices support this feature. On a few
devices protection bits cannot be re-programmed once committed. Therefore it is
important to verify if the recovery procedure is supported on the target MCU by checking the
relevant technical reference manual if you intend to program protection bits multiple times.

Some processor revisions are known to contain bugs that prevent memory protection
bits from being committed (e.g. see LM3S3748 RevAO errata). In some cases you can still
disable debug access because the debug register commits successfully, consult MCU errata on
the Texas Instruments' website regarding the revision you are using. When the programmer
detects that protection bits have not been programmed successfully, but the user has requested
to program debug bits, a popup message will ask if programming should proceed anyway (see
Figure 4.6). Normally, the debug register is programmed last only if all other operations are
successful.

The desired configuration of protection bits can be chosen in the Setup—Memory
Protection dialog screen (shown in Figure 4.7). The user can select an address range to be
protected (for no protection specify both values as 0), or modify individual register bits.
Additional protection can be enabled by totally disabling debug access to the MCU. After debug
access is disabled then JTAG/SWD can no longer be used to communicate with the target
device. All these protection bits can either be chosen from the dialog screen, or taken from a
code file. The exact protection capabilities vary between MCU families.

Program debug bits? x|

Programming protection bits FAILED, proceed to program debug bits anyway?

Figure 4.6: The programmer will ask the user if they wish to program the debug register even if protection
bits haven't been programmed successfully. This is useful in overcoming some processor bugs that
prevent protection bits from being committed.
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[ . . ] = h
Memory Protection Options for Texas Instruments - ARM (TI-ARM) MCU families ==

@ User-Defined - use values spedified by the user for memory protection (shown on the left). Copy Values From File to User-Defined |

" Code File - read values from code file for memary protection (shown on the right).
—Mon-volatile registers - Flash Memory Protection Read and Write bits for  *** TM4C1294NCPOT *==
Specify range of addresses to protect {indudes Read and Write protection)

Addr. Protection Range (RW) I 0x0000 0000 To: | Ox0000 FFFF 0x0000 0000 To: | Ox0000 0000

Specified address range has NO gaps in protection Specified address range has NO gaps in protection

COR

Address Protection by Page
Rh User-Defined User-Defined Code File Code File

Addr: 0x0000 FFFF - 0x0000 0000~ | (FMPRE) | 0x00000000  (FMPPE) | Ox00000000 Details |‘ ‘ (FMPRE}I 0xFFFF FFFF (FMPPE}I 0xFFFF FFFF

Mote: Saved Protection bits can be erased if required, however the whole flash memory will also be erased (press "Clear Locked Device™ button).

—Uszer Data stored in Non-Volatile Registers

|| I USER REG write enable REGO: | OxABCDEFFF  REGL | OxFFFF BEBE REGD: | OxFFFFFFFF~ REGL: | 0xFFFF FFFF
REGZ: | OxFFFFAAAA  REG3: | 0x12345678 REG2: | OxFFFFFFFF  REG3: | 0xFFFF FFFF

Mote: Mon-volatile registers can be erased if required, however the whole flash memory will also be erased (press "Clear Locked Device™ button).

—Mon-volatile register - BOOTCFG
[¥ BOOTCFG write enable User-Defined Code File

[V Disable any external debugger access to MCL (Bits 1:0) [~ nDisable any external debugger access to MCL (Bits 1:0)

| OXFFFFFFFC  Boot GPIO Port/Pin/Polarity Enable (Bits 15:8) | OxFFFFFFFE Boot GPIO Port/Pin Polarity Enable (Bits 15:8) |

Mote: BOOTCFG can be erased if required, however the whole flash memory will also be erased (press "Clear Locked Device™ button).

| x|

Figure 4.7. Memory Protection.
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4.4 Power Device from Adapter

The programming adapter is powered from the USB Port interface. A target device can be
powered from the programming adapter with voltage range from 1.8V to 4.0V in 0.1V steps
selected in the voltage selector located in the “MCU Vcc" box (see Figure 4.8).

The target device will be powered from the adapter if the check-box “Enable" is selected.
By clicking the POWER ON/OFF button you can also turn the power on or off manually on the
target device. Current DC voltage on the target device is continuously monitored and displayed
in the “MCU Vcc" box, even if the target device is powered from an external DC source. If DC
voltage is higher than minimum voltage, then a yellow box will be displayed, indicating that DC
voltage is OK and target device is fully functional under this DC voltage. If DC level is below
minimum, then an access denied sign box will be displayed (red sign with white line). If DC level
is below 1V, then blank sign box will be displayed.

When the target device is powered from an external power supply then the check box
“Enable" should not be selected. RESET button located on the right side on the POWER
ON/OFF button (Figure 4.1) can generate a reset pulse to the target device. Pressing this button
will reset the target device manually at any time, assuming the reset line is connected between
the adapter and MCU.

When programming Flash Protection Bits, depending on the target device family, it is
sometimes necessary to power-cycle the target device to verify that these bits have been
successfully committed. The programmer will do this automatically when power is taken from
the adapter in cases where a power-cycle is required. However, if power is taken from an
external power source and the “Enable" check-box is disabled in the “MCU Vcc" area, a popup
message will wait for the user to power-cycle the device before proceeding with verification
(shown in Figure 4.9). Some processor revisions are known to contain bugs that prevent
memory protection bits from being committed (e.g. see LM3S3748 RevAO errata). In some
cases you can still disable debug access because the debug register commits successfully,
consult MCU errata on the relevant website regarding the revision you are using. When the
programmer detects that protection bits have not been programmed successfully, but the user
has requested to program debug bits, a popup message will ask if programming should proceed
anyway (see Figure 4.6). Normally, the debug register is programmed last only if all other
operations are successful.

MCL Yoo Fower ONAOFF RESET

| 33V - | bernany Pratection

v Enable Flazh + Debug v Enable

[] [] Lock Device
| 0.03% Clear Locked Device
Ii

Miavime e

Figure 4.8. Power device.
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Power-Cycle Device Ll

The device needs to be power-cycled to verify protection bits. Click yes when
power-cycle is complete.

] % |

Figure 4.9: Power-cycle required to begin verification.

4.5 Target Device Action Result

After any programming action is performed, a result icon will be displayed next to the button
pressed indicating the result status. Some actions, like “Auto Program"”, perform many tasks and
each part of the result is displayed in the test result icons (see Figure 4.10).

—

- Device Actit
"R

V[ &
M _ver
M
M s
M _w
W v
M _ v
] R

Figure 4.10: Check boxes will indicate the statue of each operation during programming.
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4.6 Device Action Box

The Device Action box contains multiple buttons (see Figure 4.11). Each button allows a
specific action to be executed. Software procedures related to each action allow you to fully
execute the desired task, without the need to follow a specific sequence of actions. Every action
starts by powering up the target device, if Power Device from the Adapter is enabled. When the
DC voltage level becomes higher than minimum voltage, communication with the target device
is initiated via the debug interface. If the debug interface is disabled for any reason (i.e. debug
register has been programmed to disable debug interface) all these actions will fail( A Clear
Locked Device action can be attempted to factory reset the MCU and restore debug interface, if
possible). Alternatively, when the debug interface is enabled, and the specified action is
completed successfully, a green check marks will appear (see Figure 4.11). The application
returns to original state after each operation, therefore the order the buttons are pressed in
doesn't matter to the application.

Progress of all actions is displayed in the report window. If the particular action has been
finished successfully, then message “done" or “OK" will appear on the right side of processed
procedure (Figure 4.12). If not, a “failed" message will be displayed and selected action will
terminate the sequence of any follow-up actions (with a few exceptions, a full blank check fail,
will start a partial blank check that can pass, or a locked device can trigger an unlock attempt).
Final status is also displayed in the Status window (see Figure 4.13) as Active (blue), Pass
(green), or Fail (red). On the bottom of the programmer dialog screen the progress bar is
displayed and the total run time is shown in the report window. Run time does not include the
time when user interaction is required.

Device Action
[ Reload Code File

W | auTOPROG.

YERIFY ACCESS

ERASE FLASH

ELAME. CHECE.

WHITE FLASH

YERIFY FLASH

O KO K & &K

READ / COFY

Figure 4.11; Actions that can be taken using the Programmer.
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Report

Communication initialization........ k.
L AJTAG IR size =4, MHoof TAPs =1
-------- DOME -~ [rntime= 27 sec]

Communication initialization....... k.
L AJTAG IR size =4, Hoof TAP: =1
05C=47.72 MHz, Sz CLE=47.72 MHz

Erazing memory ..o dohe

All bemary Blank Check.............. k. =
Flazh programming ........cceeeeeane. 2k,

Wernbying check sum ... ]

-------- DOME - [runtme= 97 zec.]

Figure 4.12: This text window shows text messages describing the actions being performed, and how long
they take.

Status

Pass

Total: | 20
Balance: | 17
SH gty IT

Figure 4.13: A summary of the entire programming procedure.

4.6.1 Auto Program

The “Auto Program" button is the most frequently used button when programming a target
microcontroller device in a production process. The “Auto Program" button activates all required
procedures to fully erase, program and verify flash memory contents. “Auto Program™ executes
the following procedures:

e reload code file when “Reload Code File" is selected (useful for debugging when the
code file is frequently modified),

initialization,

read retain data from the flash if specified (optional),

read label information (Serial Number, Model, Group, Revision)(optional),
erase flash memory,

erased memory blank check,

flash programming and verification,

flash retained data and verify (optional),

assign or retrieve label information from file (optional),

flash assigned or retrieved label and verify (optional),

flash memory check sum verification (optional),
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¢ set flash protection bits (optional).

In the report window you can see report messages during the “Auto Program” procedure (see
Figure 4.12).

Status window (see Figure 4.13) has a counter that is useful in a production process.
The total number of programmed devices can be entered in the Total edit line. The Balance line
shows the number of devices that have not been programmed yet. The Balance counter is
initialized to the value entered in the Total edit line and is decremented every time “Auto
Program” is completed successfully. In the bottom box in the Status group is displayed the
number of available serial numbers taken from a user specified serial numbers file.

Note:

Balance counter works only with the “Auto Program” procedure.
4.6.2 Verify Access

This button allows the user to check that the programmer has access to the target device.
4.6.3 Erase Flash

The “Erase Flash" function erases the selected flash memory segments, or mass (all) memory.
If any option other than “Erase All Memory" is selected in the Memory Options Setup (see
Chapter 6 for configuration details), then a message shown in Figure 4.14 will be displayed.
This message clarifies which segment of flash memory is to be erased because typically a mass
erase is recommended, since repeated writing over a flash location that has not been erased
can eventually cause permanent damage to the MCU’s flash memory.

i N
Memory erase I&

"-.I Would you like to erase all memory contents?

Please press:

YES -» to erase all memory contents.
NG -» to erase user defined memory space.
CAMCEL - to abort this task.

Yes Mo Cancel

L

Figure 4.14: This message clarifies which segment of flash memory will be erased.
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4.6.4 Blank Check

The “Blank Check" function checks if flash memory of the target microcontroller is blank (all
bytes contain the value OXFF or 0x00 depending on MCU). This test performs two checks: (i)
determine if the entire memory contents are clean, (ii) check memory segments specified by the
user (see setup in Memory Erase/Write Group). The following conditions can appear at the
completion of this operation:

o« M-al memory is blank
o Bl an memory is not blank, but selected part of it is blank.
. - memory is not blank.

4.6.5 Write Flash

The “Write Flash" function writes contents from the code file to flash memory. Erase and blank
check flash segments you wish to program before pressing the “Write Flash" button (see
Chapter 6 for configuration details).

4.6.6 Write SN/Model

When the “Write SN/Model" button is clicked, Serialization (see Chapter 8.2) information will be
manually programmed to the target device. It is NOT recommended to use this button outside of
the “Auto Program" procedure other than for testing purposes. Only the “Auto Program"
procedure will decrement serial numbers from a serial numbers file (if specified) and log used
serial numbers into the output file. Also, if you chose to select Check Sum Options (see Chapter
9), a check sum that includes the serial number will not be updated if you change the serial
number using this button manually.

4.6.7 Verify Flash

The “Verify Flash" function compares the contents of flash memory with data from the code file.
This function can use the standard memory verification method (byte by byte) or verify the
calculated check sum of the code and check sum of the flash contents (see Chapter 6).

Note:

During verification, either all memory or just the selected part of memory is verified, depending on settings specified
in the Memory Erase/Write Address Range in the Memory Options setup. See Chapter 6 for details.

4.6.8 Read/Copy

The “Read/Copy" function reads data from the target microcontroller and displays it in the Flash
Memory Data window (see Figure 4.15). This window can also be opened by selecting the
View—Flash Memory Data option. Flash memory data viewer, shown in Figure 4.15, displays
the code address on the left side, data in hex format in the central column, the same data in
ASCII format in the right column. Contents of the code viewer can be converted to code files by
clicking on the bottom buttons. Data will be viewed in the Notepad Editor.

The address range to be displayed in the Flash Memory Data window can be specified
in the Memory Options screen. See Chapter 6 Read group for details. When the “Copy" button
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is clicked, then contents of the read target device memory will be saved in the specified by user
file name and opened as a current Code File. As a consequence of this action, programmer
setup will be modified for the copy procedure. Serialization will be disabled and the “All Memory"
option will be selected in the “Write/Erase/Verify Address Range". The message shown in
Figure 4.16 will be displayed. When the button “OK" is pressed then the programmer is ready to
program the target device.

Data Viewer &J

Addr: 00 04 0g 0c <——— hscii ———> Di=play Options
=== Flash — Sector 0 (Pages 0-15) {0=00400000 to 0x00401FFF) === ‘;‘E‘dfe]fﬁgg
3 [T 2 bytes
0x00400000: 794F02CA 6BA66072  48A8661F 39B078A0 | . .Oyr . k.f.H.x.9 ¥ 4 bytes
0x00400010: 7E34772C 2BE202CD  77F74035 2FE24834 | w4~ .. +5@. waH.~ 8 bytes

0=00400020: 36BC7274 3J0B10AGL 7C4C1342 0F1312C9 zr.60..0. .L|....
0=00400030: 298E1193 29CE4E3A S1BE4EF9 12471AFS Lo HOY K.Q G
0x00400040: 0DE70368D 1AE0G417 60402037 OEEADS2A Bp..d. 7 M=
0=00400050: 34107EF6 S97044CE £2490232 08CA479D ™4 Dp¥2 Ih.G. .

0x00400060: 38281FC0O 6B203093 089E5295 169E4C97 (8.0 k.E...L..
0=00400070: 31792089 48324DE53 7C437001 439D3BSD . y1SH2H.IC|. ;. C
O=z00400080: — blank — (all 0xFF) —

0x004000F0: 2D9010F4 GAED43F7 29A76C67 1F4E7EQC C.jgl. ). ~N
0x00400100: 7CF2055C 7970452E 23F127F6 1F941D0A Epy.' . #. .
0=00400110: 4F3454E2 6CCR201F 23780B6E B7923ALC C1E om#N g
0x00400120: 660A44F92 7C3BA3DA SCO23D5E 2925171D oo 7= )

0x00400130: 04F0121A4 01AS29A0 357BZE48 71D936FD | ... .. y.. H.{5.6.g
0x00400140: 7F3D3AS7 77062DDA 1FD375A5 01EES1DD :
0x00400150: SOBO3DAE 04DA18A7T 77F0SE6A 1EC976A4A
0=00400160: 62A4A047C 633C191D C4775E29 7B265978

3w
o) [wTeTad

0x00400170: 0FB63Z22 740538F3 7CC16862 118004AC "Z...8.tbh.|. ...
0z00400180: 78F0L1BAD 23CCEEEL 74F46101 0CAz481%8 coE T et H
0x00400190: OES30FCS 081704EB 2F6450DC 73B81A34 | ... ... Pdsd. .=
0x004001A0: 4F470E92 2D3573ED 2350396F SFSBS53S . .GO. =h-o9FP#5U[_

0=004001B0: 0OCDD143E 12EG7R47 43E4206C 2A0959C2 oo GLL CUV
0=004001C0: 254B1863 6A954D98 £75C0923 3E950FE4 c KX M. j¢ . ~g. .

0x004001D0: 1AFF7AEF 2B150BES 4F520841 24E77252 - +4 ROEr. %
0x004001E0: 601916B2 3JAEDOBZ1 0DE7067F 1E150C53 B A - I~ T
0x004001F0: 147104F0 4AEBGFDO 102912D4 491836E7 S = = T B T

.1
0=00400200: 4FAE7A74 196FEEEY 1A3A686C BEOD4233 tz. 0. [o.1h: 3H.U

¥ Skip blank T hex (*.txt)|  INTEL (*. hex) | Copy |  Motepad | Exit |

Figure 4.15: Flash memory contents as read from the MCU.
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Copy Flash Iﬁ

Contents of the Flash Memory has been saved in the file
E:\ElprotronichCustomerDemosiFlashPro-ARM-NXP\example.hex
and opened as a current Code File.

Mote:

* The [Flash Memory only] option in [Write/Erase/Verify Address Range] has been
selected.

* Modify Memory Options if required.

* Enable Memaory Protection if required.

Please replace the original device with a new device.

Please press 'OK' if it is done and then use the standard
buttons like 'AUTOPROGRAM' to program the new device.

e

Figure 4.16: Contents of flash have been copied to a file and can be used as a new Code file.

4.7 Next Button

The “NEXT" button is a dynamically programmable device action button (use shortcut function
key F5 to operate). At start-up the “Next" button is disabled (see Figure 4.17, left), but when any
button from the Device Action group is pressed, the “Next" button will take on the name and
feature of that button. For example, if “Auto Program" has been used then its name will be
displayed on the “Next" button (see Figure 4.17, middle) and it will perform the same function as
the “AUTO PROG.” button. The “NEXT" button will retain this functionality until a different
Device Action button is pressed. For example if the button, "READ / COPY", is clicked then from
this moment on the button “NEXT" will take the name and function of the “Read Flash" button
and so on (see Figure 4.17, right). The purpose of the “Next" button is to perform the same task
repeatedly on a series of target MCUs during production.

NEXT [F5]

NEXT [F5] | NEXT [F5]

|'.-’-¥.UTEI PROGRAM — |'F|E.-'l'-.D FL&SH

Figure 4.17. The next button can take on multiple functions depending on which Device Action was used
previously.
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chapter5 Data Viewers

Data from code files and flash memory can be viewed and compared in data viewers. Contents
of a selected code file can be viewed by selecting the View—Code File Data option. The Code
data viewer, shown in Figure 5.1, displays the code address on the left side, data in hex format
in the central column, and the same data in ASCII format in the right column. Data in hex format
is displayed from 0x00 to OxFF for addresses corresponding to the code file. Data from other
addresses is displayed as double dots “..”. If code size exceeds flash memory size in the
selected microcontroller, a warning message will be displayed first. The contents of the code
viewer can be converted to Tl (*.txt) or Intel (*.hex) file format by clicking on the Tl hex or INTEL
button.

Contents of Flash Memory Data can be viewed by selecting the View—Flash Memory
Data option. To be able to see flash memory contents, the Read/Copy button must be used first
(as described in Section 4.6.8). The Flash Memory Data viewer displays memory addresses,
data in hex and ASCII format in the same way as the code data viewer shown in Figure 5.1.

Contents of the code file and flash memory can be compared and differences can be
displayed in the viewer by selecting the View—Compare Code and Flash Data option. Only
data that are not the same in the code file and flash memory will be displayed. The first line
displays code file data, and the second line displays flash memory data as shown in Figure 5.2.
If all the aforementioned data are identical, then a No difference found message will be
displayed on the screen.

FlashPro-ARM and GangPro-ARM Rev.1.2 Sept-2016 Page |26



FlashPro-ARM GangPro-ARM www.elprotronic.com

f W = S TRae ey W S - —— B
Data Viewer h!gg!d

Addr: 00 01 02 03 04 05 06 OF 03 09 0A OB OC 0D OE OF {——— Ascii ————> ~Display Cptions

»

=== Option Bytes - Bank 1 (16 Bytes. 0x1FFFCO00 to 0x1FFFCO0F) === Tl

0x1FFFCO00: FF A4 00 55 FF A 00 55 FF 3F 00 CO FF 3F 00 cd | ...0...U.7...7..

=== Option Bytes — Bank 2 (16 Bytes, 0x1FFEC000 to 0x1FFECO0F) === 3 I 8 bytes
0x1FFEC00: FF FF 00 00 FF FF 00 00 FF FF 00 00 FF FF 00 00 | ................ ,Byyitiie_;dian
=== OTP Bytes {528 Bytss, 0x1FFF7800 to 0x1FFF7A0F) === M " Big-Endian

0x1FFF7300: 00 00 02 03 04 05 06 07 0g 09 10 11 12 13 14 15 |
0xl1FFF7810: ———— bBlank— (all 0zFF) ————

0x1FFF7820: 00 00 02 03 04 05 06 07 08 09 10 11 12 13 14 15 |
0x1FFF7830: ————— blank —— (all 0xFF) ————

=== Flash - Hain Hemory - Sectors 0-3 (B1l) (0z08000000 to O0x0800FFFF) ===
O=z08000000:  —————— Blanlk— (all 0zFF) ————

=== Flaszh - Hain Hemory - Sector 4 (Bl) (0=x08010000 to Ox0B01FFFF) ===
Oz08010000:  —————— bBlanbk— {(all 0zFF) ———

=== Flaszh - Main Hemory - Sector & (Bly (0=x08020000 to Ox0BO03FFFF) ===

¥ Skip blank [[IL Box (%.txtj]  INTEL (*.hex) | Copy |  lWotepad |  Exit |

Figure 5.1: Code File Data. The selected option on the bottom ignores all bytes that have the value of
OxFF, which represents empty bytes.
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Data Viewer

f w

o

00 01 02 03 04 05 06 07

02 09 04 0B 0C 0D OE OF

{——— Ascil ————:

Di=play Options

Addzr:

First Line

¥ Skip blank

Code and Flash Data Comparison

Only data from the Code File that does not match
Flash Memory data is displayed.

Extra data from Flash Memory is= ignored.

— Data from Code File.

Fo
FF

Fo
FF

Fo
FF

Fo
FF

Fo
FF

Fo
FF

Fo
FF

Fo
FF

Second Line — Data from Flash Memory.
0=x08000000: 02 FO 04 FO 06 FO 08
0=08000000: FF FF FF FF FF FF FF
0=x08000010: FO 10 FO 12 FO 14 FO 16 FO 18
0=x08000010: FF FF FF FF FF FF FF FF FF FF
0=08000020: FO 20 FO 22 FO 24 FO 26 FO 28
0=x08000020: FF FF FF FF FF FF FF FF FF FF
0=x08000030: FO 30 FO 32 FO 34 FO 36 FO 38
0=x08000030: FF FF FF FF FF FF FF FF FF FF
0=08000040: FO 40 FO 42 FO 44 FO 46 FO 48
0x08000040: FF FF FF FF FF FF FF FF FF FF
0=x08000050: FO 50 FO 52 FO 54 FO 56 FO 58
0=x08000050: FF FF FF FF FF FF FF FF FF FF
0=x08000060: FO &0 FO 62 FO &4 FO 66 FO &8
0=x08000060: FF FF FF FF FF FF FF FF FF FF
0=08000070: FO 70 FO 72 FO 74 FO 76 FO 78
0=x08000070: FF FF FF FF FF FF FF FF FF FF
0=x08000080: FO 80 FO 82 FO 84 FO 86 FO g8

FO

04
FF

14
FF

24
FF

34
FF

44
FF

SA
FF

GA
FF

7h
FF

24

FO
FF

FO
FF

FO
FF

FO
FF

FO
FF

FO
FF

FO
FF

FO
FF

FO

nc
FF

1C
FF

2C
FF

ac
FF

4C
FF

5C
FF

EC
FF

7C
FF

ac

Fo
FF

Fio
FF

Fo
FF

Fo
FF

Fo
FF

Fo
FF

Fio
FF

Fo
FF

FO

Hotepad |

Byte Order

-
-

TERIT

Addres=ing
W 1 byte

[T 2 bytes
[T 4 bytes
[T 8 bytes

Figure 5.2: Comparison of code and flash memory data from the target processor.
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cnapter 6 Memory Option Dialog Screen

The Memory Options dialog screen selected by choosing the Setup—Memory Options option
(shown in Figure 6.1) has four settings groups and one information group. These settings
groups allow the user to specify memory segments for erase, write, verify and read operations.
The user can also choose to retain data in flash memory between successive “Auto Program”
and “Erase" operations and choose the type of write verification. The information group contains
specifications of the selected MCU, such as the address range for non-volatile registers, flash
size, and RAM size.

6.1 Memory Erase, Write, and Verify

The “AUTO PROG.", “ERASE FLASH", “WRITE FLASH", and “VERIFY FLASH" operations
used in the main dialog screen (shown in Figure 4.1) use addresses specified in this dialog
screen. This settings group has seven options:

1) Unlock [Auto Program only] - When this option is selected the “AUTO PROG." operation will
attempt to unlock the target device using the “Clear Locked Device" recovery procedure IF
the FlashPro-ARM Programmer fails in gaining access. The recovery procedure is only used
in this context if the debug interface is disabled, not if selected memory pages are protected.

2) 2. Update only - When this option is selected the “Auto Program™ operation will not erase
memory contents. Instead, contents of code data taken from the code file will be
downloaded to flash memory. This option is useful when a relatively small amount of data,
such as calibration data, needs to be added to flash memory. Other address ranges should
not be included in the code file, meaning that the code file should contain ONLY the data
which is to be programmed to flash memory. For example, if the code file contains data as
shown in Tl format:

@1008

25 CA 80 40 39 E3 F8 02
@2200

48 3559 72 AC B8

Q
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F — T R W T — ™
Memory Options ﬂ
g
—Memory Erase Write Verify Address Range —Read Address Range

—Unlock [Auto Program only]
W Erase whole memory if the MCU is locked

" Flash Memory only
—Flash Memaory ———————— —Flash Memory

¥ Do not erase if blank [T Enable ™ Enable

Start Address: I 0x0000 ('“ Start Address: | 0x0000
" Update only User defined
Stop Address: I 0xDFFFFFFF Stop Address: I OxDFFFFFFF

—COTRINFO Memory ———————— — OTPR fINFQ Memary
™ Enatle " QTR/INFO Memory I Enable

™ User defined
Start Address: I 0x0000 Start Address: I 030000
" OTP/INFO Memory Stop Address: [ 0xDFFFFFFF Stop Address:  [0xDFFFFFFF

—Erase Flash Segment

™ Flash Memory only

" Used by Code File

& QTP/INFO and Flash

—Retain Data in Flash (Auto Program and Erase) —————— — About Microcontroller
[ Enable Start Address: | 0x0000
Selected OTP/INFO Start Addr:  Ox1FFF7800
M (max 32768 bytes) Stop Address: I 0x0000 Microcontroller:
STM32F42971 OTR/INFO Stop Addr:  Ox1FFFFALDF
| ~Write Verification ||
" Mone Flash Start Addr: 0x8000000
{* Fast (Wirite,Verify + Check Sum) [ Recommended ] Flash Stop Addr: 0x8 1FFFFF
" " Standard (Write,Verify + Chedk Sum + Read,Verify) RAM Size in Bytes: 262144 P
[w verify Protection in Lock Device Procedure '

0K | Cancel |

Figure 6.1: Control how memory will be accessed using this dialog window.
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Then 8 bytes of data will be written starting at location 0x1008 and 6 bytes of data starting at
location 0x2200. The specified addresses should be blank before writing (contain a value of
OxFF). Before the writing operation is actually performed, the FlashPro-ARM Programmer will
verify automatically if this part of memory is blank and will only proceed to program the device if
verification is successful.

Even Number of Bytes.

The number of bytes in all data blocks must be even. Words (two bytes) are used for writing and reading data. In
case that the code file contains an odd number of bytes, the data segment will be appended by a single byte
containing a blank value of OXFF. This value will not overwrite the current memory contents (because Update only is
selected), but verification will fail if the target device does not contain a blank value of OXFF at that location.

3) NVR Memory only - If an MCU contains a non-volatile register (NVR) segment then it will be
programmed. NVR segments include user registers (USER REGS) and protection registers
(FMPPE and FMPRE). Values for user registers can only be specified in the code file;
however, values for protection registers can be specified in the code file, or manually by
using the Setup—Memory Protection option (see Section 4.3). NVR segments cannot be
erased normally, only the “Clear Locked Device" procedure can reset these registers to
factory settings (not all processors support this feature).

4) NVR and Flash Memory - This is the most frequently used option during programming. All
memory is erased before programming, and all contents from the code file are downloaded
to the target microcontroller's flash memory. If the MCU contains an NVR segment then it
will be programmed.

5) Flash Memory only - All flash memory will be erased and programmed. Contents of NVR
memory will be ignored.

6) Used by Code File - This option allows main memory segments and NVR segments to be
modified when specified by the code file. Other flash memory segments are not touched.
This option is useful if only some data, like calibration data, needs to be replaced.

7) User defined - This option is functionally similar to options described before, but memory
segments are explicitly chosen by the user. When this option is selected, then on the right
side of the memory group check boxes and address edit lines will be enabled. The check
boxes allow the user to select memory segments to be enabled (erased, programmed, and
verified). Edit lines in the Main Memory group allow the user to specify the main memory
address range (start and stop addresses). The start address should specify the first byte in
the segment, and the stop address should specify the last byte in the segment (last byte is
programmed). Since the main memory segment size is 0x400, then the start address should
be a multiple of 0x400. The stop address should specify the last byte of the segment to be
written.
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6.2 Read

The Read Address Range group (see Figure 6.1) specifies the address range used when the
“‘READ / COPY" operation is used. Memory read setup has four options available:

NVR Memory only,

NVR and Flash Memory,
Flash Memory only,
User defined.

PO

The meaning of each option is the same as for the Memory Erase, Write, and Verify settings.

6.3 Retain Data in Flash

This feature allows the programmer to preserve flash contents between successive
programming and erase operations. By specifying the start and end addresses (inclusively), the
selected bytes will be first read and then copied to an internal buffer before the selected flash
memory is erased. After the memory segment coinciding to this region has been erased, the
internal buffer will be used to program this segment of flash memory to its previous values. NVR
addresses cannot be entered in this section.

6.4 Write Verification

Verification setup allows the user to select one of three write verification methods:

1. Fast Verification - Each byte is verified after being written, and at the end of the process
a check sum is calculated based on current flash memory and compared to the
calculated check sum taken from the code file.

2. Standard Verification - Includes Fast Verification as well as reading the contents of the
entire flash after programming to compare them against the code file. If they are the
same, then verification is successful. Typically, the standard verification procedure
requires the same amount of time as the read/write procedure.

3. None - Not recommended. Some MCUs have flash with an extremely limited number of
program/erase cycles (e.g. 100 instead of the usual 1 million), meaning that after that
number is exceeded programming is no longer reliable (check MCU errata from TI
website). Verification will check that the code file specified has actually been copied to
the target device.
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cnapter 7 Adapter Options

7.1 Communication Speed

The default communication speed between the programming adapter and target device is 1
Mb/s. Under some conditions, for example when the cable between FPA and target device is
long or some protection components are installed in the debug interface, fast communication
cannot be used. In this case the lower speed of 0.2 Mb/s can be used to establish
communication between FPA and target device (see Figure 7.1 communication speed selector).

|nterface: | S Fast{zw] ﬂ

JTAG Fast{4w)
JTAG Mediun(dw]
JTAG Slov(dw)
cITAG Fast[2w)

cd TAG MediumZw]
cd TAG Slaw 2w
S Fazt2w)
S'D b edium2w)
ST Slaw 2]

Figure 7.1: Use this drop-box to select the desired communication speed.

7.2 Reset Dialog Screen

The Target's Reset Options dialog screen enables the user to select the reset pulse duration
and reset line state at the end of the programming process (see Figure 7.2).

7.2.1 Reset pulse duration

The reset pulse allows the adapter to initiate communication with a microcontroller using the
debug interface. In most cases a pulse width of 10ms is sufficient to initiate communication;
however, if there is additional load on the reset line a longer pulse might be required. Therefore,
four additional settings, 100, 200, 500 ms and custom, are available. When a RESET IC circuit
is used then the custom defined reset pulse duration should be used. Two parameters of the
custom reset pulse are defined - initialization reset pulse time (typically very short - 1 ms) and
an idle reset time. Idle reset time must be set at least to the duration of the reset time generated
by the RESET circuit.
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r N
Target's Reset Options - u

—MCU Hardware Reset mode selection
10 ms RESET pulse (default)

100 ms RESET pulse

Custom RESET pulse
" 200 ms RESET pulse Reset pulse IT ms (1..1000)
" 500 ms RESET pulse Idle time |T ms (1..2000)
¢ Custom RESET pulse
—Final Target Device action |

" Do NOT reset the target device

% Keep Hardware RESET line active - on low level {default)
" Hardware Reset (RST line) and start the application program

™ Soft Reset (JTAG only) and start the application program

Application Program RUN time
I ] 5(0..120)  Enter 0 second for unlimited time.

— ITAG lines (TMS, TCK, TDI) state when finished
* Tri-stated ~ High = Low

| —USBE-FPA 6.0 and up anly
L RESET Release -» % HIGH level " Tri-state

OK |

Figure 7.2: Use this dialog window to configure reset options.

FlashPro-ARM and GangPro-ARM Rev.1.2 Sept-2016 Page |34



FlashPro-ARM GangPro-ARM www.elprotronic.com

7.2.2 Final Target Device action

Every device action, like “Auto Program" or “Read/Copy" starts with the activation of the RESET
line (active low). When the device programming action begins the RESET line is raised high.
When device action is finished, the RESET line is again asserted, protecting the target device
from running the application program. This method is commonly used to protect the
programming adapter from DC overload. However, when target device is supplied from its own
power supply, or a battery, then overload protection of the programming adapter is no longer
necessary.

The target device can be set to run an application immediately after the target device is
programmed. This permits verification of the programmed device if required. To do this check
the Hardware Reset (RST line) and start the application program option. Application run time
can be unlimited (enter 0) or limited up to 120 seconds. Limited time is specified in the
“Application Program RUN time" box.

7.3 Preferences Dialog Screen

The Preferences Dialog screen allows the user to select multiple features, including the option
to view history in the report window and to log messages to a file (see Figure 7.3). The Report
History Display Enable check-box when clicked will allow report history to be displayed for up to
8 kB worth of characters (approximately 20 last communication messages). When disabled,
then only last programming report is displayed. Enabling the log file will save history messages
to a log file, preserving it for later analysis if necessary. To control the size of each log file, the
user can choose to create a new log file every day, or every month.

All programming actions at the end can generate the Beep OK tone. When a lot of units
are programmed then the beeping can become a nuisance and therefore it can be disabled.
However, the error programming tone is enabled permanently and cannot be disabled because
it should not be ignored.

It is also possible to disable multiple warning messages for a single programmer
operation, which is useful when the user is aware of the problem and simply wishes to proceed.
This can normally happen when attempting to read protected memory pages, at which point the
programmer will give a warning message indicating a read error per page. Enabling this option
will configure the programmer to only display the first warning message.
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Preferences

._.---_--— p— -

(oo |

~Record of activities [ Autoprogram only ]
I~ Enable  New Log File every day [ ¥¥yy-MM-0D ]

% New Log File every month [ ¥yy-Mm ]

~PDF Reader

I AcroRd3Z.exe Browse.. |

Options..
’7 [V Report Histary Display Enable

Log file pathname:

Note: Log date will be appended to the Log file name

~ Audio
~PC Speaker

¥ Enable ¥ Beep when OK Enable

r~Sound
[~ Enable
Done / OK sound

I Play | Browse.. |
Warning sound

Flay | Browse.. |
Error sound
I Flay | Browse.. |

[~ Custom config file pathname automatically loaded on startup and saved on exit (used on next run) ——

[ Enable Config file pathname (defauilt is lastused.cfa):

OK

Error Messages

1" Display error messages only once per operation [~ Hide metadata messages during init.

Power Cyde Prompt when External Power Used (when unlocking MCU, prompt is always given)
¥ Prompt (if unchecked, always answered yes) I 100 ms delay (if no prompt)

’7 I~ Prompt (if unchecked, always answered yes)

Page Erase Prompt when ARM Core M0 Used (Flash Code is preventing access) —‘

READ / COPY memory setting
’7 ¥ Always read memory spedified in Setup->Memory Options

[~ always read all memory

Code File Overlap Resolution
¥ Mo Qverlap Allowed
[ Allow if Empty Value (0xFF/0x00)

FlashPro-ARM and GangPro-ARM

Figure 7.3: Use this dialog window to configure your preferences.
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chapter 8 Serialization

The programmer has the ability to automatically program the target device's serial number (SN)
and save it in flash memory. New SNs can be created automatically by incrementing a starting
base SN, or can be taken from a file created by the user. SNs that have been used are stored in
separate data files to account for devices that have already been programmed. In addition to
this SN, the model name, group, and revision number can also be programmed to the target
device. The user can specify the display SN format and location in flash memory where this
information will be stored.

The SN is programmed when “Auto Program" or “Write SN/Model" buttons are pressed
and the SN feature is enabled. When the “Auto Program" function is activated the SN is
programmed to the target's device memory at the same time as code data. If "Auto Program"
fails for any reason then the new SN is neither created nor programmed to the device.

The software also allows the microcontroller to retain its SN if one has already been
assigned to it. Every time a device is programmed and serialization is enabled the contents of
the target's memory are scanned for an existing SN. If the SN is found at the specified location
the message in Figure 8.1 will appear and allow the user to decide to keep the old SN, program
a new SN from the list, or program a SN typed manually.

[ Sernial Mumber Editor “* " lﬁ ]

Ferialization VERIFY wiith DataBase |
TagetsSN & | SN207140051
NewSN O | SN20140052
EdtedsN | SN20140052 oK.

Format: Azcii Custom
Cancel

todel, Group, Rewvizion

|Sample Label
Target's Model, Group, Rev. etc.

|Sample Label

h i 3

Figure 8.1: If an MCU already contains serialization information at a specified location then a conflict
window will appear giving the user the option to retain the old serial number, or program in a new one.
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The Serialization Dialog screen, shown in Figure 8.2, allows the user to configure how
serialization is done. Serialization can be enabled, or disabled, by selecting the check mark in
the ENABLE Serialization check-box. When serialization is disabled all edit lines and check
boxes are disabled. When serialization is enabled, most fields have to be set to ensure that the
result will be as the user expects. The necessary fields include:

Display Format - The display format describes the meaning of the characters that
comprise the SN.

Memory Format - The memory format describes how the SN will be stored in the
device's flash memory.

Memory Location - This address is the memory location reserved for the SN. It can only
overlap code regions if the Remove code contents in the location where the
serialization and model.. are defined check-box is also selected.

Starting Number and Increment - When using all display formats except “Custom" and
“from File", these parameters are necessary. The starting number will indicate the value
of the first SN created. Subsequent SNs will be determined by adding the increment to
the current SN number. Both of these parameters can only be positive integers and
create SNs that remain within the maximum range described later in this chapter.
Output File - The specified file will store all successfully programmed SNs.

The serialization dialog screen also contains several useful optional features:

Model/Group/Revision - In addition to the aforementioned SN formats, the software
also allows the user to program each device with separate HEX or ASCII data. This
information is saved at a different memory location from the SN, and does not change
after each programming cycle. This is used to program static information that should be
the same for each target device, like the software revision number, model, etc.
BarCode Scanner - The BarCode Scanner can be used as an input mechanism for new
SNs. When enabled, scanning a barcode will set the \Next SN" shown in Figure 4.1 to
the value read by the BarCode Scanner. For convenience, the software can be
configured to start the \Auto Program" procedure immediately after the BarCode
Scanner reads a new number, by selecting the Start AUTOPROGRAM following
BarCode scan check-box.
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Serialization M
— Serialization Setup
¥ ENABLE Serialization
¥ Remove code contents in the location where the serialization and model.. are defined
Serial Mumbers' Qutput Filename (store used serial numbers):
I E:'\ElprotroniciCustomerDemos \FlashPro-ARM-STMYSTM-SM-output.sn Browse.. |
—BarCode Scanner
[~ ENABLE Terminator Character ICF‘. vI
[T Stark AUTCPROGRAM Following BarCode scan
—Serial Mumber Farmat —Memary Location |
—Display Format ———— —~In Memary Format ——
SN Start Address in Memary:
 Yyyy-1234(5) ™ HEX (M3E First) Y |
7 YYMM-1234(5) 0x8004010
" YYMMDD-1234 " HEX (M3W First) I N
" YYDDD-1234(5) ~ .
~ s678 HEX (LSW/LSE First) |
" 1234(5)  BCD "
" Custom char ize:
= = Used size; |10 bytes
& from Fie | 1° (4..258) * Asdi a
) ) Serial Mumber
Warn if Device's Flash X ) I 0 B
[l (date exduded) starting from:
on the 5N location Serial Mumber Increment: I 1 |
Model [ Group [ Revision »
[¥ EMABLE Text size in Bytes: I 32 (2..32) (even number)
Start Address in Memary: I 0xB3004020
)
IAscii ﬂ ISampIe Label 12 bytes i
3
Cancel |

=)

FlashPro-

Figure 8.2: Serialization options can be selected here.

ARM and GangPro-ARM Rev.1.2 Sept-2016

Page |39



FlashPro-ARM GangPro-ARM www.elprotronic.com

8.2 Serial Number Display Format

Programming software has eight formats for writing a serial number, referred to as Display
Format, and three methods of storing the SN in memory, referred to as In Memory Format

in the serialization dialog screen. When a serial number is created, the current date (if required)
is taken from the PC timer, therefore ensure that your computer has the correct date and time.

Display Formats:

1. YYYY-1234(5) - (SN Format FO) Serial number has 8 (BCD) or 9 (HEX) characters. First
four characters specify the year, and the remaining 4 or 5 characters specify the serial
number up to a maximum of 9999 or 65535 respectively, e.g. SN 20039999 or
200365535.

2. YYMM-1234(5) - (SN Format F1) Serial number has 8 (BCD) or 9 (HEX) characters.
First two characters specify the last two digits of the year, next two characters specify
the month, and the remaining 4 or 5 characters specify the serial number up to a
maximum of 9999 or 65535 respectively, e.g. 03059999 or 030565535.

3. YYMMDD-1234 - (SN Format F5) Serial number has 10 characters. First six characters
contain date (year, month, day of month) and remaining 4 characters specify the serial
number, e.g. 1205309999.

4. YYDDD-1234(5) - (SN Format F4) Serial number has 9 (BCD) or 10 (HEX) characters.
First five characters contain date (year, day of year from 1 to 366) and remaining 4 or 5
characters specify the serial number up to a maximum of 9999 or 65535 respectively,
e.g. 123559999 or 1235565535.

5. 12345678 - (SN Format F2) 8 digit serial number without date stamp. The maximum
value is 99999999.

6. 1234(5) - (SN Format F3) 4 (BCD) or 5 (HEX) digits serial number without date stamp.
The 4 or 5 characters specify the serial number up to a maximum of 9999 or 65535.

7. Custom - (SN Format F6) 4 to 256 ASCII characters or hexadecimal numbers entered
manually or from the Bar-Code Reader.

8. from File - (SN Format F7) 4 to 256 ASCII characters or hexadecimal numbers taken
from a user created file.

For SN display formats FO through F5, the non-date components can be entered using either
decimal or hexadecimal notation. Normally only characters from 0O to 9 will be accepted unless a
“Ox" prefix is added informing the software that a hexadecimal number is begin entered, allowing
the user to use A to F as well. All characters are subsequently converted to a chosen memory
format, which can be HEX, BCD or ASCII, before they are saved to flash memory.

When a “Custom" (F6) or \from File" (F7) SN display format is selected then all
characters can be accepted depending on the memory format chosen. Specifically, when the
ASCII format is selected the SN can be comprised of any characters and is saved using 8-bits
per character into flash memory. Conversely, when the HEX format is selected the SN can only
be comprised of HEX characters (0...9,A...F) and is saved using 4-bits per character.

8.3 Serial Number Memory Format

This section describes the different formats in which serial numbers can be stored in flash
memory. These numbers can be stored using various types of byte-ordering schemes including:
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1. Most-Significant-Byte (MSB) first - The most significant byte, in a number composed
of multiple bytes, is the byte that represents the greatest value 8-bit sub-component of
that number. For example, the number 0x12345678 is composed of 4 bytes: 0x12, 0x34,
0x56, and 0x78, where 0x12 is the most significant byte. When this 4 byte number is
stored in memory using MSB first ordering, then the lowest byte address (the first
address) will store the most significant byte (0x12).

Addr: 0x0, Content: 0x12
Addr: 0x1, Content: 0x34
Addr: 0x2, Content: 0x56
Addr: 0x3, Content: 0x78

2. Most-Significant-Word (MSW) first - The most significant word, in a number composed
of multiple words, is the word that represents the greatest value 16-bit sub-component of
that number. For example, the number 0x12345678 is composed of 2 words: 0x1234,
and x5678, where 0x1234 is the most significant word. When this 2 word number is
stored in memory using MSW first ordering, then the lowest word address (the first
address) will store the most significant word (0x1234).

Addr: 0x0, Content: 0x1234
Addr: 0x2, Content: 0x5678

3. Least-Significant-Byte (LSB) first - The least significant byte, in a number composed
of multiple bytes, is the byte that represents the smallest value 8-bit sub-component of
that number. For example, the number 0x12345678 is composed of 4 bytes: 0x12, 0x34,
0x56, and 0x78, where 0x78 is the least significant byte. When this 4 byte number is
stored in memory using LSB first ordering, then the lowest byte address (the first
address) will store the least significant byte (0x78).

Addr: 0x0, Content: 0x78
Addr: 0x1, Content: Ox56
Addr: 0x2, Content: 0x34
Addr: 0x3, Content: 0x12

4. Least-Significant-Word (LSW) first - The least significant word, in a number composed
of multiple words, is the word that represents the smallest value 16-bit sub-component of
that number. For example, the number 0x12345678 is composed of 2 words: 0x1234,
and x5678, where 0x5678 is the least significant word. When this 2 word number is
stored in memory using LSW first ordering, then the lowest word address (the first
address) will store the least significant word (0x5678).

Addr: 0x0, Content: 0x5678
Addr: 0x2, Content: 0x1234
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Figure 8.3: This window will appear when there is a conflict between memory allocated to code and the SN.
To avoid this pop-up, select the option to “Remove code contents in the location where the serialization
and model are defined" in Figure 8.2.

The location in the target device's flash memory where the SN will be stored is specified
in the \Memory Location - SN Start Address in Memory" field of the serialization dialog screen
(see Figure 8.3). Specified address must be even and should be specified in empty memory
space, not used by program code or data block. However, if you'd like to integrate the SN with
existing code, by programming the SN to a code location, then check the box Remove code
contents in the location where the serialization and model are defined .

The SN memory formats will be described in the following subsections.

8.3.1 HEX Memory Format

When this format is selected the serial number is encoded using hexadecimal (HEX) notation. In
general, each sub-component of the SN written in base 10 is converted to an equivalent base
16 number. The number of bytes used varies depending on the display format (FO, F1, F2, F4,
and F5 - 4 bytes; F3 - 2 bytes; F6, and F7 - between 2 to 128 bytes).

Display Format: YYYY-12345 - size in FLASH - 4 bytes

Can be stored using MSW, and LSW byte-ordering.

SN 200300123 will be encoded as:
YYYY - 2003 -> 0x07D3 (HEX)
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12345 - 00123 -> 0x007B (HEX)
and combined into one 32-bit HEX number: 0x07D3007B

<-- Addr-->
00-01-02-03

D3 07 7B 00 -> HEX(MSW first)
7B 00 D3 07 -> HEX(LSW first)

Display Format: YYMM-12345 - size in FLASH - 4 bytes

Can be stored using MSW, and LSW byte-ordering.

SN 030300123 will be encoded as:

YYMM - 0303 -> 0x012F (HEX)

12345 - 00123 -> 0x007B (HEX)

and combined into one 32-bit HEX number: 0x012F007B

<-- Addr-->
00-01-02-03

2F 01 7B 00 -> HEX(MSW first)
7B 00 2F 01 -> HEX(LSW first)

Display Format: YYMMDD-1234 - size in FLASH - 4 bytes

Can be stored using MSW, and LSW byte-ordering.

The date component is compressed to fit into only two bytes as
follows:

Bit 15-14-13-12-11-10--9 8--7--6--5 4--3--2--1--0
<---(year-2000)----> <--month-> <----day---->

SN 0405110123 will be encoded as:

YYMMDD - 040511 -> 0x08AB (HEX)

1234 - 0123 -> 0x007B (HEX)

and combined into one 32-bit HEX number: 0x08AB007B

<-- Addr-->
00-01-02-03

AB 08 7B 00 -> HEX(MSW first)
7B 00 AB 08 -> HEX(LSW first)

Display Format: YYDDD-1234 - size in FLASH - 4 bytes

Can be stored using MSW, and LSW byte-ordering.

The date component is compressed to fit into only two bytes as
follows:

Bit 15-14-13-12-11-10--9 8--7--6--5--4--3--2--1--0
<---(year-2000)----> <----- day of year ----- >

SN 041110123 will be encoded as:
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YYDDD - 04111 -> 0x086F (HEX)
1234 - 0123 -> 0x007B (HEX)
and combined into one 32-bit HEX number: 0x086F007B

<-- Addr-->
00-01-02-03

6F 08 7B 00 -> HEX(MSW first)
7B 00 6F 08 -> HEX(LSW first)

Display Format: 12345678 - size in FLASH - 4 bytes

Can be stored using MSB, MSW, LSB, and LSW byte-ordering.

SN 12345678 will be encoded as:
12345678 - 12345678 -> 0X00BC614E (HEX)

<-- Addr-->
00-01-02-03

00 BC 61 4E -> HEX(MSB first)
BC 00 4E 61 -> HEX(MSW first)
4E 61 BC 00 -> HEX(LSB first)

4E 61 BC 00 -> HEX(LSW first)

Display Format: 12345 - size in FLASH - 2 bytes

Can be stored using MSB, MSW, LSB, and LSW byte-ordering.

SN 12345 will be encoded as:
12345 - 12345 -> 0x3039 (HEX)

<Addr>
00-01

30 39 -> HEX(MSB first)
39 30 -> HEX(MSW first)
39 30 -> HEX(LSB first)

39 30 -> HEX(LSW first)

Display Format: Custom - size in FLASH - between 2 to 128 bytes

Can be stored using MSB, LSB, and LSW byte-ordering. A SN entered using the “Custom”
format is entered as a series of either an even number of HEX digits or any number of ASCII
characters. This subsection deals only with storing the SN entered as a series of an even
number of HEX digits, where two adjacent HEX digits comprise one byte (two digits are
adjacent if they have the index j and k, where j=2*i and k=2*i+1, for all i where 0<i<N, where N_
{2:::128}). The SN can be composed of anywhere between 4 and 256 characters.

SN sequence entered as ~0x12345678AABBCCDD" will be stored as:

00-01-02-03-04-05-06-07

FlashPro-ARM and GangPro-ARM Rev.1.2 Sept-2016 Page |44



FlashPro-ARM GangPro-ARM www.elprotronic.com

12 34 56 78 AA BB CC DD -> HEX(MSB first)
DD CC BB AA 78 56 34 12 -> HEX(LSB first)
DD CC BB AA 78 56 34 12 -> HEX(LSW first)

Display Format: from File - size in FLASH - between 2 to 128 bytes

Can be stored using MSB, LSB, and LSW byte-ordering. A SN entered using the “from File"
format is read from the SN input file and can be a series of either an even number of HEX digits
or any number of ASCII characters. Section 8.9 describes how to write a SN input file. This
subsection deals only with storing the SN entered as a series of an even number of HEX digits,
where two adjacent HEX digits comprise one byte (two digits are adjacent if they have the index
j and k, where j=2*i and k=2*i+1, for all i where 0<i<N, where N_ {2:::128}). The SN can be
composed of anywhere between 4 and 256 characters.

SN sequence entered as ~0x12345678AABBCCDD" will be stored as:

00-01-02-03-04-05-06-07

12 34 56 78 AA BB CC DD -> HEX(MSB first)
DD CC BB AA 78 56 34 12 -> HEX(LSB first)
DD CC BB AA 78 56 34 12 -> HEX(LSW first)

8.3.2 BCD Memory Format

When this format is selected the serial number is encoded using binary-coded decimal (BCD)
notation. In general, each digit of the SN written in base 10 is separately expressed using 4 bits
such that the resulting HEX number reads like a decimal. This is in contrast to HEX notation
where the value of the entire number is converted to base 16. The number of bytes used varies
depending on the display format (FO, F1, F2, and F4 - 4 bytes; F5 - 5 bytes; F3 - 2; F6, and F7 -
N/A). All BCD serial numbers are stored using MSB first byte-ordering scheme.

Display Format: YYYY-1234 - size in FLASH - 4 bytes

SN 20030123 will be encoded as:

YYYY - 2003 -> 0x20 0x03 (BCD)

1234 - 0123 -> 0x01 0x23 (BCD)

and combined into one 32-bit BCD number: 0x20030123

<--Addr--->
00-01-02-03

20 03 01 23 -> BCD(MSB first)

Display Format: YYMM-1234 - size in FLASH - 4 bytes

SN 03030123 will be encoded as:
YYMM - 0303 -> 0x03 0x03 (BCD)
1234 - 0123 -> 0x01 0x23 (BCD)
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and combined into one 32-bit BCD number: 0x03030123

<--Addr--->
00-01-02-03

03 03 01 23 -> BCD(MSB first)

Display Format: YYMMDD-1234 - size in FLASH - 5 bytes

SN 0405110123 will be encoded as:

YYMMDD - 040511 -> 0x04 0x05 0x11 (BCD)

1234 - 0123 -> 0x01 0x23 (BCD)

and combined into one 32-bit BCD number: 0x0405110123

<----Addr---->
00-01-02-03-04

04 05 11 01 23 -> BCD(MSB first)

Display Format: YYDDD-1234 - size in FLASH - 4 bytes

The date component is compressed to fit into only two bytes as
follows:

Bit 15...12 - Year number - multiple of ones (9,8,...1,0)

11,10 - Year number - multiple of tens (3,2,1,0)

9, 8 - Day number - multiple of hundreds (3,2,1,0)

7...4 - Day number - multiple of tens (9,8,...1,0)

3...0 - Day number - multiple of ones (9,8,...1,0)

SN 041110123 will be encoded as:

YYDDD - 04111 -> 0x41 0x11 (BCD)

1234 - 0123 -> 0x01 0x23 (BCD)

and combined into one 32-bit BCD number: 0x41110123

<--Addr--->
00-01-02-03

41 11 01 23 -> BCD(MSB first)

Display Format: 12345678 - size in FLASH - 4 bytes

SN 12345678 will be encoded as:
12345678 - 12345678 -> 0x12 0x34 0x56 0x78 (BCD)
and combined into one 32-bit BCD number: 0x12345678

<--Addr--->
00-01-02-03

12 34 56 78 -> BCD(MSB first)

Display Format: 1234 - size in FLASH - 2 bytes

SN 1234 will be encoded as:
1234 - 1234 -> 0x12 0x34 (BCD)
and combined into one 16-bit BCD number: 0x1234
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<Addr>
00-01
12 34 -> BCD(MSB first)

Display Format: Custom - N/A

Display Format: from File - N/A
8.3.3 ASCIlI Memory Format

When this format is selected the serial number is encoded using American Standard Code for
Information Interchange (ASCII) notation. In general, each character of the SN is assumed to be
an ASCII character and converted to its byte-code representative using the standard ASCII
table (each character of the SN will occupy 1 byte). The number of bytes used is directly
proportional to the number of characters used in the display format (FO, F1, and F2 - 8 bytes; F3
- 4 bytes; F4 - 9 bytes; F5 - 10 bytes; F6, and F7 - between 4 to 256 bytes). All ASCII serial
numbers are stored one byte at a time, where the first ASCII character occupies the lowest byte
address (first address).

Display Format: YYYY-1234 - size in FLASH - 8 bytes

SN 20030123 will be encoded as:
YYYY - 2003 -> 0x32 0x30 0x30 0x33 (ASCII)
1234 - 0123 -> 0x30 0x31 0x32 0x33 (ASCII)

00-01-02-03-04-05-06-07

323030333031 3233->ASCll

Display Format: YYMM-1234 - size in FLASH - 8 bytes

SN 03030123 will be encoded as:
YYMM - 0303 -> 0x30 0x33 0x30 0x33 (ASCII)
1234 - 0123 -> 0x30 0x31 0x32 0x33 (ASCII)

00-01-02-03-04-05-06-07

3033 303330313233 ->ASCIl

Display Format: YYMMDD-1234 - size in FLASH - 10 bytes

SN 0405110123 will be encoded as:
YYMMDD - 040511 -> 0x30 0x34 0x30 0x35 0x31 0x31 (ASCII)
1234 - 0123 -> 0x30 0x31 0x32 0x33 (ASCII)

00-01-02-03-04-05-06-07-08-09

30 34 30 35 31 31 30 31 32 33 -> ASClI
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Display Format: YYDDD-1234 - size in FLASH - 9 bytes

SN 042140123 will be encoded as:

YYDDD - 04214 -> 0x30 0x34 0x32 0x31 0x34 (ASCII)
1234 - 0123 -> 0x30 0x31 0x32 0x33 (ASCII)
00-01-02-03-04-05-06-07-08

30 34 32 31 34 30 31 32 33 -> ASCII

Display Format: 12345678 - size in FLASH - 8 bytes

SN 12345678 will be encoded as:
12345678 - 12345678 -> 0x31 0x32 0x33 0x34 0x35 0x36 0x37 0x38 (ASCII)
00-01-02-03-04-05-06-07

31 32 33 34 35 36 37 38 -> ASCII

Display Format: 1234 - size in FLASH - 4 bytes

SN 1234 will be encoded as:
1234 - 1234 -> 0x31 0x32 0x33 0x34 (ASCIl)

<--Addr--->
00-01-02-03

31323334 ->ASCIl
Display Format: Custom - size in FLASH - between 4 to 256 bytes

A SN entered using the \Custom" format is entered as a series of either an even number of HEX
digits or any number of ASCII characters. This subsection deals only with storing the SN
entered as a series of ASCII characters. The SN can be composed of anywhere between 4 and
256 characters.

SN sequence entered as ~02WX24S234" will be encoded as:
0x30 0x32 0x57 0x58 0x32 0x34 0x53 0x32 0x33 0x34

00-01-02-03-04-05-06-07-08-09

303257 58 32 34 53 32 33 34 -> ASCII
Display Format: from File - size in FLASH - between 4 to 256 bytes

A SN entered using the \from File" format is read from the SN input file and can be a series of
either an even number of HEX digits or any number of ASCII characters. Section 8.9 describes
how to write a SN input file. This subsection deals only with storing the SN entered as a series
of ASCII characters. The SN can be composed of anywhere between 4 and 256 characters.
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SN sequence entered as ~"02WX24S234" will be encoded as:
0x30 0x32 0x57 0x58 0x32 0x34 0x53 0x32 0x33 0x34

00-01-02-03-04-05-06-07-08-09

30 3257 58 32 34 53 32 33 34 -> ASCII

8.4 Serial Number Output File

The Serial Number Output File field specifies the file where serialization information will be
saved after successful programming. The SN file contains the following data separated by tabs:

Serial Number Format (FO-6),

Serial Number,

SN action type (New SN[.], unmodified SN[u], overwritten SN[o], manual SN[m]),
Time and date when the SN was created,

Code File Name,

Model/Group/Revision text.

ogkwWNE

Below is an example of a SN file containing information on three consecutively created serial
numbers.

FO 200300011 m ( Sat, Mar 29,2003, 10:09) AS010X02-1v2.txt -01 R.0003-04-17
FO0 200300012 ( Sat, Mar 29,2003, 10:43) AS010X02-1v2.txt -01 R.0003-04-17
F0 200300013 u ( Sat, Mar 29,2003, 10:43) AS010X02-1v2.txt -01 R.0003-04-17

SNs can be saved as a unique SN per target device type, or saved as a unique SN across all
devices type. When a unique SN per target device type is saved then a separate SN file should
be used for each device type. If a uniqgue SN across all device types is saved, then only one SN
file name should be used.

8.5 Model, Group, Revision

The software also allows the user to program each device with separate HEX or ASCII data.
This information is saved at a different memory location from the SN, and does not change after
each programming cycle. This is used to program static information that should be the same for
each target device, like the software revision number, model, etc. This extra data can be
composed of anywhere between 2 to 32 characters.

This feature is enabled when the ENABLE check-box in the Model/Group/Revision
group is selected (see Figure 8.2). When enabled, specify the number of bytes to be reserved
for the desired text or data. Also, specify the memory address where this information will be
stored on the target device (must be even address). Finally, enter the text or data to be saved
and the format it should be stored in.
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8.6 BarCode Scanner Setup

The BarCode Scanner can be used as an input mechanism for new SNs. When enabled,
scanning a barcode will set the Next SN (shown in Figure 4.1) to the value read by the BarCode
Scanner. For convenience, the software can be configured to start the Auto Program procedure
immediately after the BarCode Scanner reads a new number, by selecting the Start
AUTOPROGRAM following BarCode scan check-box.

The BarCode Scanner should be connected to the programming PC computer in series
with the keyboard using the Y cable or to the USB port. Refer to your BarCode Scanner manual
for setup detalils.

BarCode Scanner is enabled when the ENABLE check-box in the BarCode Scanner
group is selected. Depending on the output from the scanner choose the right terminating
character, although commonly the default CR (ENTER) character is used. Finally, change the
Display Format to “Custom” and select the proper Memory Format as either HEX or ASCII.

Note

Only ASCII characters from 0x21 to OxFE are accepted from the BarCode Scanner. Others characters like
white characters (space, tab) are ignored. All characters are converted to lower case characters.

8.7 Device Serialization box

The Device Serialization box, located on the main programming dialog screen shown in Figure
4.1 and isolated in Figure 8.4), contains SN and model information. The first two read-only lines
contain information taken from the target device during the read process. The first line shows
the Model/Group/Revision text and the second line shows the SN. The following two lines
contain SN and model information that will be programmed next generated automatically
according to the Serialization setup.

The current target's SN and model information can be read at any time by pressing the
“‘READ / COPY” button located in the main dialog shown in Figure 4.1.

Device Senalization

|Sample Label

MCU SN:|SN2EI1 40051

Mext Model-Group-Revizion:

|Sample Label

Mext SH: |SH 20140052

Format: Azcii Cugtaom

Figure 8.4: Seen in the main dialog window, this serialization status box will display the current device's
serial number and the next serial number to be programmed.
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8.8 Serialization Report Dialog Screen

The Serialization Report Dialog Screen shows the results of the serialization procedure. The
report contains detailed information on two SNs, specifically the highest SN and the one
selected. The report also shows all programmed units along with their SN, and unmodified or
overwritten SNs coming from reprogrammed units (New SNI.], unmodified SN[u], overwritten
SNJo], manual SN[m]). Detailed information about all programmed units can be viewed using
the Notepad text editor by pressing the Notepad button. A summary of created serial numbers
is displayed in the white report box (see Figure 8.5). If for any reason a SN entry is wrong it can
be removed from the database by pressing the Delete SN button (the delete operation is not
reversible).

-
Serialization Report @

e

Senalization File Mame:  |E::ElprotronichCustomerD emoshFlazhPro-ARM-STRMYS TH-SM-output. sn

The Highest Serial Mumber

Line ft 7 0ooy F? SH20140051 . MaY 17,2016, 18:32 Delete SH

Lire #
7 0007 F7  5M20140051 . MAY 172016, 18:32 Delete SN
Line # Format Serial Mumber Date, Time Legend:
Fieport 0od1 F7 SN20140047 . FEB17.2016 1422 -~ _ -MFomals
ooz F7 SN 20140043 . FEE 17.201E, 14:24 FO -1 234(5)
Z oo F7 SM 20140043 . My 17,2016, 18:29 F1 - MM 1234(5]
[ NewsSH 004 F7 SN 20140050 . My 17,2016, 18:29 FE - Y MMDD 234(5)
nos F7 SM 20140051 . My 17,2016, 18:30 I diiranee
0 I Unmodified SH aoos F7 SN 20140051 . M 17,2016, 18:31 : (5]
»0007 F7 SN20140051 . My 17,2016, 18:32 F2- 12345678
F3-1234(5)
0 7 Manually entered SH FE - Custom

I I Owenwritten SN

MHoteFad

- E it

b

Figure 8.5: Serialization report gives a summary of all the serial numbers programmed using the selected
file.
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8.9 Serial Number Input File

The FlashPro-ARM Programmer allows input of serial numbers from user created data files.
When the data file is used change the Display Format to “from File" and select the proper
Memory Format as either HEX or ASCII.

The SN data file should contain a proper header followed by a list of SNs specified using
the following commands (a command is preceded by the # character). Any data entered after a
semicolon (;) will be ignored and can be used for commenting. Use the following list of
commands:

e #SN LIST ;. Header, data file contains a SNs list.

e #SN SIZE number; optional. Overwrite size of the custom defined serial number size
(see Figure 8.2). If the #SN SIZE is not specified, then the data specified in the
serialization dialog screen is used.

o #SN HEX MSB ;optional. Select the HEX MSB first format regardless setup in the
serialization dialog screen.

o #SN HEX LSB ;optional. Select the HEX LSB first format regardless setup in the
serialization dialog screen.

When the format is specified as the HEX format ( #SN HEX MSB or #SN HEX LSB) then string
can contain gaps between numbers or 0x on the front. All gaps will be removed. Up to 256
characters (gaps excluded) can be specified for one number. All characters must be located in
one line for the same SN. Example:

The HEX number:

A434BC5696AD10ACFO

can be specified as:

A434BC5696AD10AC
or

0xA434BC5696AD10AC
or

A434 BC56 96AD 10AC
or

A4 34 BC 56 96 AD 10 AC FO

e #SN ASCII ; optional. Select an ASCII format regardless setup in the serialization dialog
screen.
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o #SN PREFIX string; optional.
#SN SUFFIX string; optional. Serial number can contains up to 32 characters. If part of
characters are the same in specified serial number list, then the repeatable part can be
specified in the #SN PREFIX, or #SN SUFFIX, and only modified part of serial numbers
can be listed. Serial number is combined as a string starting from prefix, modified part
and ending with suffix. For example if the following serial number should be created:

AB2007X-0001-BMR
AB2007X-0002-BMR
AB2007X-0003-BMR

can the SN be specified as follows:

#SN_PREFIX AB2007X-
#SN_SUFFIX -BMR

and list of following serial numbers:

0001
0002
0003

Prefix and /or suffix numbers can be modified in the list if required, e.g.

#SN_PREFIX AB2007X-
#SN_SUFFIX -BMR
0001

0002

0003

#SN_PREFIX AB2007V-
0001

0002

0003

that defined following serial numbers:

AB2007X-0001-BMR
AB2007X-0002-BMR
AB2007X-0003-BMR
AB2007V-0001-BMR
AB2007V-0002-BMR
AB2007V-0003-BMR

Example of the Serial Number list (5 lines only in this example):

; Serial Number List
; SN format - ASCII

HIEEE_SN_LIST
#SN_SIZE 12

WX5E2007001P
WX5E2007002P
WX5E2007003P
WX5E2007004P
WX5E2007005P
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The same Serial Number list with specified prefix /suffix:

Serial Number List
; SN format - ASCII

#IEEE_SN_LIST

#SN_SIZE 12

#SN_PREFIX WX5E2007 ;any ASCII character
#SN_SUFFIX P

When the SN data file is prepared, then at the first the data base file should be opened (see
Figure 8.2). When the desired Serial Number Format is selected, then using the “Serial
Numbers File" button located in the main dialog screen (Figure 4.1) the desired SN file should
be opened. Selected file is converted to final format and all listed serial numbers are verified
with the data base file if there was note used before. If the specified SN have been used before,
then these numbers are removed from the SN list. When the SN file is read and verified, then
the pending SN list is displayed in the screen (Figure 8.6) with following information displayed
on the top of the list:

o number of the SN found in data base and removed from the pending list,
number of the Serial Numbers with incorrect size and removed from the pending list.
e number of the accepted SN.

When the \Paste to Notepad" button is pressed, then the pending Serial Number list can
be saved in format ready to be used as a valid SN data file if required.
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-

Senal numbers list from the file

Fa=ste to Hotepad

#SH_LIST
#SH_SIZE 10
5 — Humber of the 5N found in the data base
(removed from the list).
0 — Humber of the 5N numbers with incorrect =size
(current setup — 10 char)ii{removed from the list)
55 — NHumber of the SH attached to the list.
ool SHz0140001
onz: SHZ20140002
on3: SHNz20140003
oo SHz0140004
nns: SNz20140005
00e6: SHz0140006
ooz SHz0140007
nna: SN20140008
ang: SHz20140009
nio: SHZ0140010
011: SHN20140011
niz: SHz0140012
013: SNZ20140013
014: SHz20140014
015 SHZ20140015
016 SHNZ20140016
017 SH20140017
n1a: SHZ20140018
019: SHN20140019
nz2o: SHz0140020
n21: SNz20140021
nzz: SHz0140022
nz23: SHZ20140023
nz4: SHNz20140024
n2s: SH20140025

m

Figure 8.6: Serial numbers read from a file.
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chapter9 Check Sum Options

The main dialog has three values for check sum (CS) calculation for programming purposes
(Figure 9.1). These are the Source, Code, and Memory values.

The first, Source value, is calculated on the input code file contents that fit within the
MCU’s memory space.

The second, Code value, is calculated based on Setup — Memory Options settings. If
the Memory Options include the entire code file then the Source and Code values should be
identical. The only exception to that is if the user configures serialization in
Serialization—Serialization Setup, or custom CS in Setup—Check Sum Options (not related
to programming) to be stored in a location occupied by data from the code file. Overlapping
words are excluded for purposes of CS calculation and verification. For example, a constantly
changing serialization number saved within code contents will not affect the Code and Memory
CS values.

Lastly, the third, Memory value, is calculated based on MCU memory contents. The
PSA for both code and memaory contents is also calculated, but is not shown in the GUI. Both
the Code and Memory CS and PSA values must match for verification to pass.

The checksum displayed is the arithmetic sum of the code contents. Arithmetic sum is
calculated as the sum of 16-bits unsigned words - result is 32 bits unsigned. Only programmed
words are taken for calculation. All other not used words are ignored. All bytes are converted to
16-bits words using Little-Endian byte order:

word = data[address] + (data[address + 1] << 8)

where address is even and incremented by 2. The PSA value is also calculated on words. Odd
byte boundaries in the code file are filled in with default MCU empty values (OxFF or 0x00).

Check Sum

S OLICE; | Ox7FFFE000
Code: | Ox7FFEFDG0
Memory: [0x7FFBFDE0 [

Figure 9.1: Check Sum information compared between the file and MCU memory.

In the memory line is displayed the CS result taken from the flash memory, calculated in
the same way as the CS taken from the source. Only words defined in the source are taken
from the flash memory for calculation.

Second group of the CS is custom defined Check Sum that can be used by firmware for
code verification in the ash. Up to four CS block can be specified and CS results can be saved
in the flash for verification. Size of each CS block and CS result location in flash are defined by
the user.

The Check Sum Options dialog (Figure 9.2) is selected from following pull down menu:
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Setup—Check Sum Options

Start Address should be even, and the Stop Address should be odd. CS result address
in the flash should be even. Make sure that the CS result is saved out of the CS block space.
Otherwise the CS result will modify the contents of the CS inside the specified block. CS result
after the second calculation would not be the same and CS result would be useless.

When the CS Result Save option is not selected then the CS of the selected block is
calculated and CS result displayed in the report window only (Figure 9.3). This option can be
used for CS code verification defined as the code form Start to End Addresses with OxFF data in
the not specified code location.

Type of the CS can be selected from the following list (Figure 9.4) Initial value for CS
calculation can be selected as zero, all 0xFFs or as the Start Address from pull down menu
(Figure 9.5).

CS result can be used As Is or can be inverted (Figure 9.6).

Data size (byte or 16 bits word) used for calculation and CS result size is displayed in
the dialog screen as Data IN word size and CS Result size (Figure 9.2). Polynomial contents (if
required) can be specified in the POLY edit line in HEX format ( eg. 0x1234 ).

-
Check Sum Processing Setup @

Checksum type: | CRC32 (Poly = 0x04C11DB7) (&b / 32b) |
Initial value: | OxFFFFFFFF | POLY: | 0x0000
S Result: | Asls |  Data INword size: 8 bits

C5 result size: 32 bits

[+ COverwrite code contents ( if present ), where the CS result is saved

CS Addresses definition C5S Resultin Flash

Enable Start Address Stop Address Save Enable  CS Address

W cs-1 [oxso00000 | 0xB003FFF W cs-1 o [oxsozoo00

W cs2  [ox8004000 | 0xBOO7FFF wcs2  [oxsozoooo

[ cs3  [oxoo00 | oxo000 r

[ cs4  |oxooo0 | oxo000 [ %0000 1
MNote:

*The checksum calculation can only be used for code data, Extra data like serialization should
be specified outside of the C5 banks.
* xFF bytes are used instead of unspecified data for CS calculation.

QK

Figure 9.2: Check Sum Options.
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Repart

--C51 = Ox6FRO1CCY -
- C52 = 0x770BE27E

Figure 9.3: Check Sum Report.

r o
Check Sum Processing Setup _—— u

Chedksum type: CRC32 (Poly = 0x04C11DB7) (8b [/ j

Initial value: Arithmetic sum (8b/16b)
nitiat valle Arithmetic sum (8b/32b)

Arithmetic sum {18b f 16b )
CS Result: Arithmetic sum (16b f32b)

CRC16 (Poly = 0x11021) (&b /16b)
CRC16 defined polynomial (8b / 16b)
CRC32 (Paly = 0x04C11DE7) (&b /32b)
W Overwrite cgSRC32 deﬁn§d Elolyrnnmiralul (8b/32h)

Figure 9.4: Check Sum Type.

Check Sum Processing Setup ;

Checksum type: | CRC32 (Poly = Dx04C11DB7)

Initial value: 0xFFFFFFFFE -
000000000
C5 Result:
C5 Start Address
Figure 9.5. Check Sum Initial Value.

-
Check Sum Processing Setup _

Checksum type: | CRC32 (Poly = 0x04C11DB7

Initial value: | OxFFFFFFFF =]

C5 Result: As Is -

Inverted

Figure 9.6: Check Sum Inverted Option.
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9.1 Check Sum types

Following checksum types are implemented (shown in Figure 9.4).

9.1.1 Arithmetic Sum (sb/eb)

Checksum is calculated as modulo 16-bits sum of all bytes (unsigned) from Start Address to the
End Address as follows:

CS = CS_initial_value;
for (addr = StartAddress; addr <= EndAddress; addr++ )

CS = CS + (unsigned int) data[addr];
}
CS = OXFFFF & CS;

if( cs_inverted )
CS = OxFFFF ~ CS;

9.1.2 Arithmetic Sum (sbss2n)

Checksum is calculated as modulo 32-bits sum of all bytes (unsigned) from Start Address to the
End Address as follows:

CS = CS_initial_value;
for (addr = StartAddress; addr <= EndAddress; addr++ )

CS = CS + (unsigned long) data[addr];
}
CS = OXFFFFFFFF & CS;

if(cs_inverted )
CS = OXFFFFFFFF A CS;

9.1.3 Arithmetic Sum (1eb/1eb)

Checksum is calculated as modulo 16-bits sum of all 2-byte words (unsigned) from Start
Address to the End Address as follows:

CS = CS_linitial_value;
for (addr = StartAddress; addr <= EndAddress; addr=addr+2 )

CS = CS + (unsigned int)data[addr] + (unsigned int)data[addr+1];
}
CS = OXFFFF & CS;

if( cs_inverted )
CS = OXxFFFF ~ CS;

9.1.4 Arithmetic Sum (1eb/32b)

Checksum is calculated as modulo 32-bits sum of all 2-byte words (unsigned) from Start
Address to the End Address as follows:
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CS = CS_initial_value;
for (addr = StartAddress; addr <= EndAddress; addr=addr+2 )

CS = CS+(unsigned long)data[addr] + (unsigned long)data[addr+1];
}
CS = OxFFFFFFFF & CS;

if( cs_inverted )
CS = OXFFFFFFFF ~ CS;

www.elprotronic.com

9.1.5 CRC16 (Poly 0x11201) - (sbiiev) (Named as CRCCCITT) and

CRC16 defined polynomial - (sbren)

Checksum is calculated as CRC16 from each bytes from Start Address to the End Address as

follows:

CS = CS_linitial_value;
for (addr = StartAddress; addr <= EndAddress; addr++ )

CS = CS_CRC16_8t016( (long)data[addr], CS );

}
CS = OxFFFF & CS;
if(cs_inverted )

CS = OxFFFF ~ CS;

where:

unsigned long CS_CRC16_8t016( long data, unsigned long crc )

unsigned long tmp;
tmp = OxFF & ((crc >> 8) ~ data );
crc = (crc << 8) ” crc_tab32[tmp];
return( OXFFFF & crc );

}

The CRC table is generated first as follows:

CS_init_crc16_tab( 0x1021 ); for CRC CCITT
CS_init_crc16_tab( CRC_def_POLY ); for CRC16 defined polynomial

where:

void CS_init_crc16_tab( unsigned short poly )
{
inti, j;
unsigned short crc, c;
for (i=0; i<256; i++)
{
crc =0;
¢ = ((unsigned short) i) << 8;
for (j=0; j<8; j++)

if ((crc ~ c) & 0x8000)
crc = (crc<<1)”"poly;

else
crc = crc << 1;
c=c<<1;

}
crc_tab32[i] = (unsigned long)(OxFFFF & crc);
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9.1.6 CRC32 (Poly 0x04C11DB7) - (soi320) (Named as IEEE 802-3)
and CRC32 defined polynomial - (soss2n)

Checksum is calculated as CRC32 from each bytes from Start Address to the End Address as
follows:

CS = CS_linitial_value;
for (addr = StartAddress; addr <= EndAddress; addr++ )

CS = CS_CRC32_8t032( (long)data[addr], CS );

}
CS = OXFFFFFFFF & CS;
if( cs_inverted )

CS = OXFFFFFFFF ~ CS;

where:

unsigned long CS_CRC32_8t032( long data, unsigned long crc )

return( ((crc >> 8) & OX0O0FFFFFF) ~ crc_tab32[0xFF & (crc ~ data )] );
}

The CRC table is generated first as follows:
CS_init_crc32_tab( 0x04C11DB7 ) for IEEE 802-3

a polynomial of:
X324 X264+ XB+ X224+ X164 X124+ X114 X0+ X84+ X+ X5+ X4+ X2+ X+ 1

and

CS_init_crc32_tab( CRC_def_POLY ) for CRC32 defined polynomial

where:

void CS_init_crc32_tab( unsigned long poly_in )
{

intn, k;

unsigned long c, poly;

poly = OL;

for (n=0; n < 32; n++)

poly <<=1;
poly |= 1L & poly_in;
poly_in>>=1;

}

for (n = 0; n < 256; n++)

{
¢ = (unsigned long )n;
for (k = 0; k < 8; k++)

c=c&1l?poly*(c>>1):c>>1;

crc_tab32[n] = c;

}

}
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chapter 10 SCript File

An alternative to writing applications that use the FlashPro-ARM DLL, some programming
sequences can be written using a script file. A script file is a text file with basic syntax that can
execute all buttons available, and has rudimentary flow control such as IFs and GOTOs.
Generally, buttons available on the main dialog can be used in the script file; however, other
options available on screens like memory options, serialization etc., can only be changed by
loading a different configuration file. A typical script file will start by loading a configuration file
and code file, followed by Auto Program and an IF statement to test Auto Program result to
decide what happens afterwards.

The script file can be selected in the GUI, or appended as a parameter for the FlashPro-
ARM executable (usually used to create shortcuts that call a specified script file right away):

1. press the “Script” button in the main dialog, and
2. append the option -rf <script file> to the executable.

10.1 Script button

The “Script" button is the dynamically programmable device action button that takes a selected
script file and executes it. The Script button has a name “Script — none” (Figure 10.1) if the
script file is not defined or Script: <script file> when the script file is selected (Figure 10.2).
When the Script button is pressed and the script file not defined, the Open File dialog will be
used to select a script file. When the Script file button is pressed and the script file is defined,
the script till be executed. After that, a new script file can only be loaded using the pull down
menu File—Open Script File.

The Script button is very useful for implementing a short programming sequence not
present directly in the Device Action group buttons. Below is a sample script used for
downloading two different code files to a target device - first code used for hardware test, and
second code is the final user code. The same sequence

o e e e |

Script - none |

Figure 10.1: Script file not defined.

a LR o TR WY | |

Scnpt: scnpt. zf

Figure 10.2: Script file active.
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can be used with other buttons. Using a text editor create a script file and save it as a file, for
example, “test.sf" or any other file name. See this chapter below for all available instructions that
can be used in the script file. The install directory contains a “script” folder with prepared scripts
that show how to use most functions.

easy script file;

LOADCFGFILE C:\Program Files (x86)\Elprotronic\ARM\FlashPro-ARM\test.cfg
LOADCODEFILE C:\Program Files (x86)\Elprotronic\ARM\FlashPro-ARM\code.txt
AUTOPROGRAM

IF FAILED GOTO finish

; now the hardware is tested according to downloaded firmware
MESSAGEBOX YESNO

"Press YES when the test finished successfully."

"Press NO when the test failed.”

IF BUTTONNO GOTO finish

LOADCFGFILE C:\Program Files (x86)\Elprotronic\ARM\FlashPro-ARM\final.cfg
LOADCODEFILE C:\Program Files (x86)\Elprotronic\ARM\FlashPro-ARM\code.txt
AUTOPROGRAM

>finish
END

The script file above loads the first configuration file and the first code file into the programmer’s
data structures. The Auto Program function will flash the selected code file into the selected
MCU based on given configuration settings. If the wrong MCU is selected, Vcc too low, or any
of the Auto Program features fail, then the function will not succeed. The user can insert an “IF
DONE” or “IF FAILED” line to interpret the Auto Program result. The script file then follows with
a message box that lets the user decide if the final code should be programmed. If NO is
clicked, the GOTO statement will jump to the “finish” label denoted by the special character “>”.
Some users add protection settings to disable debug access in the final Auto Program
configuration to protect their code from end-user access, the specifics of which depend on the
target MCU.

Before running the script file the configuration files named test.cfg and final.cfg required
in the setup should be created using the GUI software first. To do that connect target devices to
programming adapter, select desired configuration and save the configuration file as test.cfg
and create final configuration file in a similar way.

10.2 Script file option

The script file can be automatically loaded by appending the option -rf <script file> to the
executable file (described in the “Setup and Image Load and Save" chapter in more detalil).
Briefly, when the executable FlashPro-ARM.exe is called with a script file as an option,

FlashPro-ARM.exe — rf C:\Program Files (x86)\Elprotronic\ARM\FlashPro-ARM\script.txt
access to other buttons is blocked. When the selected script file sequence is finished then the
FlashPro-ARM GUI will close. There is not option to modify the running sequence when script

sequence is used. This option can be useful in production since operators will not be able to
modify prepared sequences.
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10.2.1 Script Limitations

¢ Up to atotal of 1000 command lines can be used. Empty lines and comments are ignored.
e The stack supports a call depth of up to 50 CALLs (CALL inside CALL inside CALL...).

10.2.2 Command Syntax

¢ White spaces before instructions, labels, and comments are ignored.
: - start of a comment. All characters in the same line after the start of a comment are
ignored.

A comment cannot be placed after a filename.

For example, when specifying a configuration file to be loaded, the path to a file must be given, and this filename
cannot be followed by a comment.

e > - start of a label. Place the label name after the character with no spaces in between.

A line with a label cannot also contain a command or another label.

For example, this would be illegal >START VCCOFF

10.2.3 Instructions

MESSAGE - message declaration. Contents must be placed between quotes below message
declaration. Maximum of 50 content lines. Example:

MESSAGE

“Hello."

“This is my script.”

GUIMSGBOX setting - Enable or disable pop-up message boxes in the GUI (warning, errors,
etc.). Setting can be either ENABLE or DISABLE.

IFGUIMSGBOXPRESS option - Apply the option when a message box created by GUI is
generated. Option can be OK or CANCEL. GUIMSGBOX must be set to DISABLE.

MESSAGEBOX type - Create a pop-up message box with buttons. Contents must be placed
between quotes below message declaration. Maximum of 50 content lines. Message box types
are:

— OK - One button, OK.

— OKCANCEL - Two buttons, OK and CANCEL.

— YESNO - Two buttons, YES and NO.

— YESNOCANCEL - Three buttons, YES, NO, and CANCEL.

Example:

MESSAGE YESNOCANCEL
““You have three choices:"
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““Press yes, no, or cancel."

END

GOTO label - Jump to instruction immediately following the label.

www.elprotronic.com

CALL label - Call procedure starting at the instruction immediately following the label.
Stack saves return address.

Example:

>START

MESSAGEBOX OKCANCEL

"Make your choice"

IF BUTTONOK CALL msgok

IF BUTTONYES CALL msgyes

IF BUTTONNO CALL msgno

IF BUTTONCANCEL CALL msgcancel
MESSAGEBOX YESNOCANCEL
"Make your choice"

IF BUTTONOK CALL msgok

IF BUTTONYES CALL msgyes

IF BUTTONNO CALL msgno

IF BUTTONCANCEL CALL msgcancel

>FINISHED

>msgok

>msgyes

>msgno

END

MESSAGEBOX
"okay"
RETURN

MESSAGEBOX
"ves"
RETURN

MESSAGEBOX
"no"
RETURN

>msgcancel

MESSAGEBOX
"cancel"
RETURN

RETURN - Return from CALL.

IF condition operation - Test condition and if true then perform operation. The condition
can be one of the following:

BUTTONOK - OK button is pressed in the message box.
BUTTONYES - YES button is pressed in the message box.
BUTTONNO - NO button is pressed in the message box.
BUTTONCANCEL - CANCEL button is pressed in the message box.
DONE - Previous process, e.g. AUTO PROG,, finished successfully.

FAILED - Previous process, e.g. AUTO PROG., failed.

Example:

>START

MESSAGEBOX YESNOCANCEL
"testing"

IF BUTTONOK GOTO msgl

IF BUTTONYES GOTO msg2

IF BUTTONNO GOTO msg3

IF BUTTONCANCEL GOTO msg4

>FINISHED

>msgl

END

FlashPro-ARM and GangPro-ARM

Rev.1.2 Sept-2016

Page |65



FlashPro-ARM GangPro-ARM www.elprotronic.com

MESSAGEBOX

"okay"

GOTO FINISHED
>msg2

MESSAGEBOX

"yes"

GOTO FINISHED
>msg3

MESSAGEBOX

"no"

GOTO FINISHED
>msg4

MESSAGEBOX
"cancel"
GOTO FINISHED

The operation can be one of the following:

— GOTO label
— CALL label

LOADCFGFILE filename - Load configuration file. Provide a full path and filename.
LOADCODEFILE filename - Load code file. Provide a full path and filename.
APPENDCODEFILE filename - Append code file. Provide a full path and file name.
LOADSNFILE filename - Load serial number file. Provide a full path and filename.
PAUSE number - pause a number of milliseconds, between 1 and 100000.
VCCOFF - Turn Vcc OFF from programming adapter to target device.
VCCON - Turn Vcc ON from programming adapter to target device.

Vcce from FPA must be enabled first using configuration file.
VCCINMV - Set V.. in mV, from 1800 to 4000, in steps of 100.
RESET - Perform hard RESET function from main dialog screen, requires connected RST line.
AUTOPROGRAM - Perform “AUTO PROG.” function from main dialog screen.
VERIFYACCESS - Perform “VERIFY ACCESS” function from main dialog screen.
ERASEFLASH - Perform “ERASE FLASH” function from main dialog screen.
BLANKCHECK - Perform “BLANK CHECK?” function from main dialog screen.
WRITEFLASH - Perform “WRITE FLASH” function from main dialog screen.
VERIFYFLASH - Perform “VERIFY FLASH” function from main dialog screen.
READFLASH - Perform “READ FLASH” function from main dialog screen.

READSN — Read serial number and label only.
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LOCK - Perform “Lock Device” function from main dialog screen.
UNLOCK - Perform “Clear Locked Device” function from main dialog screen.
TRACEON filename - Enable tracing and log to the selected filename. This option is useful for
debugging. The trace file will contain the sequence of all executed commands ran from the
script file annotated with line numbers. Line numbers are counted without empty lines and
without lines only containing comments.
TRACEOFF - Disable tracing.
END - End of script.
Below is an example of a script that executes the following sequence of commands:

1. Label START is created.

2. Vccfrom programmer to target device is turned OFF.

3. Message box notifies the user of Vcc setting and asks for permission to proceed with
buttons OK and CANCEL. The program will halt here until a button is pressed.

4. If CANCEL was pressed then GOTO finish label (ends the script).

5. If OK was pressed then load configuration file STM-F429ZI.cfg to the FlashPro-ARM
Programmer. Configuration file STM-F429Z1.cfg should be prepared before running this
script using the main dialog screen.

6. Load code file test-STM32-64Kk.txt

7. Message box asks the user to proceed. The program will halt until OK is pressed.

8. The FlashPro-ARM Programmer will program the target device using the “AUTO
PROG.” function.

9. Message box asks the user if the test succeeded giving a YES or NO choice. This demo
assumes that the first code file is test code that can evaluate the target board for proper
functionality.

10. If NO was pressed then GOTO START label (start of script).

11. If YES was then load code file test-STM32-1M.txt to the FlashPro-ARM Programmer.

12. The FlashPro-ARM Programmer will program the target device using the “AUTO
PROG.” function.
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13. Script jumps to the beginning using GOTO START. This can be used to wait for the next
target device to be connected.

14. Label finish is created.

15. Script ends.

Script file - demo program

>START
VCCOFF

MESSAGEBOX OKCANCEL
"VCC if OFF now. Connect the test board."
"When ready press the button:"

"OK - to test the board"
"CANCEL - to exit from program"

IF BUTTONCANCEL GOTO finish
LOADCFGFILE E:\Elprotronic\CustomerDemos\FlashPro-ARM-STM\STM-F429Zl.cfg
LOADCODEFILE E:\Elprotronic\CustomerDemos\FlashPro-ARM-STM\test-STM32-64k.txt

MESSAGEBOX OK
"Press OK to download the test program."

AUTOPROGRAM

MESSAGEBOX YESNO

"Press YES when the test finished successfully."

"Press NO when the test failed."

IF BUTTONNO GOTO START

LOADCODEFILE E:\Elprotronic\CustomerDemos\FlashPro-ARM-STM\test-STM32-1M.txt
AUTOPROGRAM

GOTO START

>finish

END
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cnapter 11 Setup and Image Load and Save

Programming software can save configuration settings in the configuration files or save the
whole setup configuration with used code contents and save it in the encrypted setup file. This
allows the user to create several configuration or setup files, one for a particular task, and thus
eliminates the need to manually change settings every time a different configuration is desired.
Furthermore, the lastused.cfg file contains the most recently used settings and those settings
will be used as default whenever the software is started.

11.1 Load and Save Setup

To create a configuration file simply select File—Save Setup. Current settings will be saved for
future use. To restore configuration settings select File—Load Setup and select a file
containing the settings you wish to restore.

In order to prevent accidental setup changes, the FlashPro-ARM Programmer provides
the option to lock configuration settings. When the user selects the Setup—Lock/Unlock Setup
option from the Setup menu, the FlashPro-ARM Programmer will prevent the user from
modifying the setup. The only options that are available when the programmer setup is locked
are “AUTO PROG.”, “VERIFY FLASH”, “READ / COPY”, “Script”, “NEXT”, and “Clear Locked
Device”. Notice that the Next button will immediately change to implement the “AUTO PROG.”
function. To unlock the programmer setup the user must select the Save—Lock/Unlock Setup
option.

11.2 Load and Save Image

The image contains more than the programmer's configuration only, but also the code file used
in the image. Contents of the image file are encrypted, so it is not possible to read the contents
of the code downloaded to the target device. When the image is opened then the same
decryption key must be entered as was used in the encryption process, otherwise decryption
will not succeed. Encryption key depends on the type of software used (e.g. FlashPro-ARM
Programmer), the chosen password or destination PC's hardware fingerprint. Image file is CRC
protected and CRC check is performed when the file is loaded.

The image can be protected with the destination PC hardware fingerprint or password
protected. This allows to create the image that can be used only on the specific PC when the
image is encrypted with the destination PC hardware fingerprint (useful in production) or to
create the image that can be used only when the correct password is entered every time when
the image is open. When the image is locked then only major buttons like “AUTO PROG.” or
“VERIFY ACCESS” are active and only a few pull-down menu items are accessible. All options
that allow the user to read the code contents are blocked.

When creating a new image it is recommended to select the File—New Setup from pull
down menu to automatically set the default option on all parameters and names used in the
programmer. Next, choose the desired processor, code file and programming options (see all
available options described in this manual). When this is done, verify if programmer works as
expected. Subsequently, the current setup and code file can be saved as an image file. Select
the File—»Save Image as.... The following dialog will be displayed (Figure 11.1) that allows to
select desired image options.

FlashPro-ARM and GangPro-ARM Rev.1.2 Sept-2016 Page |69



FlashPro-ARM GangPro-ARM www.elprotronic.com

The screen shown in Figure 11.1 allows the user configure what type of security will be
used to protect the image file. Three options are available, however for all three options the
contents of the code file are always encrypted and cannot be read.

1. Any PC - image can be opened on any computer using FlashPro-ARM Programmer
software. It can be used for programming only.

2. Any PC - Password protected - image can be opened on any computer using the
FlashPro-ARM Programmer software, but only after the desired password has been
entered.

3. Selected PC - Hardware Fingerprint number - image can be opened only on the
dedicated computer with the same hardware fingerprint number as the number entered
in Figure 11.1 under “Selected PC - Hardware Fingerprint number". An example usage
scenario would involve calling an intended user to provide the hardware fingerprint
number of their computer and entering it within this configuration window. This will
restrict opening this image to only the dedicated computer running FlashPro-ARM
Programmer software.

PC's hardware fingerprint used for the image can be read by selecting the “PC Hardware
fingerprint number" option from pull down menu

About/Help—PC Hardware Fingerprint Number
The message box show in Figure 11.2 is displayed when the option above is selected.

The screen shown in Figure 11.1 also allows the user to configure what type of locking options
will be used for the image.
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x|

—Image protection

¢ Any PC - not protected

" Any PC - Password protected

Password:

Repeat password:
Case sensitive password
" Selected PC - Hardware Fingerprint number

PC Hardware Fingerprint #:
Format: X00X-XXXX where X-hex

~Locking options
™ Locked Image " Locked Read options

[T Unlock with password

Password:
Repeat password:
Case sensitive password
ek Cancel

Figure 11.1: Image Options.
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PCinfo x|

This PC Hardware Fingerprint Number

Ad67-D599

Figure 11.2; PC Hardware fingerprint.
Locked Image

1. When not selected, then setup is not locked. All contents can be modified and all buttons
are accessible.

2. When selected then setup is locked. Almost all buttons are disabled (grayed) and almost
all items in the pull down menu are disabled. It is possible to select to permanently lock
the image, or select an option to unlock the image with a password. The unlock
password cannot be the same as the password used for opening the image.

Locked Read options: When selected then code viewers and “READ / COPY” button are
blocked and not allowed to read code contents that are downloaded to target device. If the
security fuse is blown after programming the target device, then code cannot be seen by the
staff downloading code to target devices.

Unlock with password: When setup is locked then it is possible to select option “Unlock with
password" and specify up to 16 characters unlocking password. Password is case sensitive.
Shown in Figure 11.3 is an Image Security Options dialog screen with selected options Image
protection with Selected PC - Hardware Fingerprint number”, locked and unlocked with
password.

By default, image is not protected and not locked. This allows to create unprotected image and

open it at any time on any PC without restrictions. All buttons and items on the dialog screen are
enabled.
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x|

—Image protection

" Any PC - not protected

" Any PC - Password protected

Password:

Repeat password:

Case sensitive password
{* Selected PC - Hardware Fingerprint number

PC Hardware Fingerprint #: | FCDE-CE53
Format: XXXX-XXXX where X-hex

~Locking options
|V Locked Image [V Locked Read options

[V Unlock with password

Password: ..........k

Repeat password: | eeeessesese

Case sensitive password

OK Cancel
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Figure 11.3: Image Options with security settings enabled and the password lock and unlock options

specified.
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11.3 Commands combined with the executable file
Configuration setup file can be opened using File—Load Setup menu option or can also be
opened using command line combined with the executable file name (a much more extensive
command-line interface can be found in the Generic DLL package). Following command line
options are available:

— prj Image file name ( Open Image file )

— sf Setup file name ( Open Setup file )

— cf Code file name ( Open Code file )

— nf IEEE/SN file name ( Open IEEE addresses / Serial number list file )

— rf Script file name ( Run programming sequence from the Script File )

- lock

Note:

When the -cf option is used, then code file name saved in the setup file (configuration file) is ignored and code file
name specified with key -cf is used. When the -prj option is used, then the -sf, -cf, -rf options are ignored.

Using Windows START button (left bottom) select Run.. Using Browse.. find and select
executable file.

C:\Program Files (x86)\Elprotronic\ARM\FlashPro-ARM\FlashPro-ARM.exe
at the end enter the required key with the name of the setup file e.qg.

C:\Program Files (x86)\Elprotronic\ARM\FlashPro-ARM\FlashPro-ARM.exe

— sf E:\Elprotronic\MFG\prg—-04.cfg

To fully lock the setup the extra key “-lock" can be added in the command line e.g.

C:\Program Files (x86)\Elprotronic\ARM\FlashPro-ARM\FlashPro-ARM.exe

—lock — sf E:\Elprotronic\MFG\prg—-04.cfg

The following setup can be created using Shortcut options which creates an icon located on the
desktop. To do that move the cursor to inactive desktop area, click right mouse button and
select New.

Using Browse... in the Create Shortcut dialog box select the following executable file

C:\Program Files (x86)\Elprotronic\ARM\FlashPro—ARM\FlashPro—ARM.exe

and at the end add the required command keys e.g.
C:\Program Files (x86)\Elprotronic\ARM\FlashPro—ARM\FlashPro—ARM.exe

—lock — sf E:\Elprotronic\MFG\prg—04.cfg
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Click button “Next” and follow instructions to create icon. Clicking on the selected icon FlashPro-
ARM programming software will start with the selected configuration setup, and lock if specified.
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Figure 12.1:

Adapter.
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